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CVE CVE-2017-11121
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2017-09-28 01:29:00 UTC
Updated 2019-03-13 15:22:00 UTC

Description On Broadcom BCM4355C0 Wi-Fi chips 9.44.78.27.0.1.56 and other chips, properly crafted malicious over-the-air Fast Trar
i

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Iphone Os All All All All

Operating System Apple Iphone Os All All All All

Operating System Apple Tvos All All All All

Operating System Apple Tvos All All All All

Hardware Broadcom Bcm4355c0 - All All All

Hardware Broadcom Bcm4355c0 - All All All

Operating System Broadcom Bcm4355c0 Firmware 9.44.78.27.0.1.56 All All All

Operating System Broadcom Bcm4355c0 Firmware 9.44.78.27.0.1.56 All All All

Reference Source Link
Malformed Request BID www.secu
Android Security Bulletin—September 2017 | Android Open Source Project CONFIRM  source.ant
About the security content of iOS 11 - Apple Support CONFIRM  support.ag
Broadcom 802.11r (FT) Reassociation Response Overflows = Packet Storm MISC packetstor
About the security content of iOS 11 - Apple Support CONFIRM  support.ag
Apple - Lists.apple.com APPLE lists.apple.
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http://www.securityfocus.com/bid/100984
https://source.android.com/security/bulletin/2017-09-01
https://support.apple.com/en-us/HT208112
http://packetstormsecurity.com/files/144329/Broadcom-802.11r-FT-Reassociation-Response-Overflows.html
https://support.apple.com/HT208112
https://lists.apple.com/archives/security-announce/2017/Sep/msg00009.html

1291 - Broadcom: Multiple overflows when handling 802.11r (FT) Reassociation Response - project-zero - Monorail MISC bugs.chroi

About the security content of tvOS 11 - Apple Support CONFIRM  support.ag
About the security content of tvOS 11 - Apple Support CONFIRM  support.ag
Apple - Lists.apple.com APPLE lists.apple.
CVE Program record CVE.ORG www.cve.c
NVD vulnerability detail NVD nvd.nist.gc
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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