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Summary

CVE CVE-2017-11145

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-10 14:29:00 UTC

Updated 2023-11-07 02:38:00 UTC

Description In PHP before 5.6.31, 7.x before 7.0.21, and 7.1.x before 7.1.7, an error in the date extension's timelib_meridian parsing code could be used by attackers able to supply date strings to leak information from the interpreter, related to ext/date/lib/parse_date.c out-of-bounds reads affecting the php_parse_date function. NOTE: the correct fix is in the e8b7698f5ee757ce2c8bd10a192a491a498f891c commit, not the bd77ac90d3bdf31ce2a5251ad92e9e75 gist.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 7.0.0 All All All

Application Php Php 7.0.1 All All All

Application Php Php 7.0.10 All All All

Application Php Php 7.0.11 All All All

Application Php Php 7.0.12 All All All

Application Php Php 7.0.13 All All All

Application Php Php 7.0.14 All All All

Application Php Php 7.0.15 All All All

Application Php Php 7.0.16 All All All

Application Php Php 7.0.17 All All All

Application Php Php 7.0.18 All All All

Application Php Php 7.0.19 All All All

Application Php Php 7.0.2 All All All

Application Php Php 7.0.20 All All All

Application Php Php 7.0.3 All All All

Application Php Php 7.0.4 All All All

Application Php Php 7.0.5 All All All
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Application Php Php 7.0.5 All All All

Application Php Php 7.0.6 All All All

Application Php Php 7.0.7 All All All

Application Php Php 7.0.8 All All All

Application Php Php 7.0.9 All All All

Application Php Php 7.1.0 All All All

Application Php Php 7.1.1 All All All

Application Php Php 7.1.2 All All All

Application Php Php 7.1.3 All All All

Application Php Php 7.1.4 All All All

Application Php Php 7.1.5 All All All

Application Php Php 7.1.6 All All All

Application Php Php 7.0.0 All All All

Application Php Php 7.0.1 All All All

Application Php Php 7.0.10 All All All

Application Php Php 7.0.11 All All All

Application Php Php 7.0.12 All All All

Application Php Php 7.0.13 All All All

Application Php Php 7.0.14 All All All

Application Php Php 7.0.15 All All All

Application Php Php 7.0.16 All All All

Application Php Php 7.0.17 All All All

Application Php Php 7.0.18 All All All

Application Php Php 7.0.19 All All All

Application Php Php 7.0.2 All All All

Application Php Php 7.0.20 All All All

Application Php Php 7.0.3 All All All

Application Php Php 7.0.4 All All All

Application Php Php 7.0.5 All All All

Application Php Php 7.0.6 All All All

Application Php Php 7.0.7 All All All

Application Php Php 7.0.8 All All All

Application Php Php 7.0.9 All All All

Application Php Php 7.1.0 All All All

Application Php Php 7.1.1 All All All

Application Php Php 7.1.2 All All All
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Application Php Php 7.1.3 All All All

Application Php Php 7.1.4 All All All

Application Php Php 7.1.5 All All All

Application Php Php 7.1.6 All All All

Application Php Php All All All All

References

Reference Source Link

Debian -- Security Information -- DSA-4080-1 php7.0 DEBIAN www.debian.org

PHP CVE-2017-11145 Out of Bounds Read Information Disclosure Vulnerability BID www.securityfocus.com

oss-security - Re: CVE IDs needed for PHP vulnerabilites (affects 5.6.30 and 7.0.20) CONFIRM openwall.com

PHP: PHP 7 ChangeLog CONFIRM php.net

208.43.231.11 Git - php-src.git/commit git.php.net

Red Hat Customer Portal REDHAT access.redhat.com

Debian -- Security Information -- DSA-4081-1 php5 DEBIAN www.debian.org

[R1] SecurityCenter 5.3.2, 5.4.0, 5.4.2, 5.4.5, 5.5.0, and 5.5.1 Fixes Multiple Vulnerabilities - Security Advisory | Tenable™ CONFIRM www.tenable.com

208.43.231.11 Git - php-src.git/commit CONFIRM git.php.net

Patch for 74819 · GitHub MISC gist.github.com

PHP: PHP 5 ChangeLog CONFIRM php.net

PHP :: Sec Bug #74819 :: wddx_deserialize() heap out-of-bound read via php_parse_date() CONFIRM bugs.php.net

September 2017 PHP Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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