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CVE-2017-11147

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2017-07-10 14:29:00 UTC

2023-11-07 02:38:00 UTC

In PHP before 5.6.30 and 7.x before 7.0.15, the PHAR archive handler could be used by attackers supplying malicious arct

| 1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Netapp Clustered Data Ontap - All All All
Php Php All All All All
Php Php 7.0.0 All All All
Php Php 7.0.1 All All All
Php Php 7.0.10 All All All
Php Php 7.0.11 All All All
Php Php 7.0.12 All All All
Php Php 7.0.13 All All All
Php Php 7.0.14 All All Al
Php Php 7.0.2 All All All
Php Php 7.0.3 All All All
Php Php 7.0.4 All All Al
Php Php 7.0.5 All All All
Php Php 7.0.6 All All Al
Php Php 7.0.7 All All All
Php Php 7.0.8 All All All
Php Php 7.0.9 All All All


https://cve.report/
https://cve.report/CVE-2017-11147/mitre
https://cve.report/CVE-2017-11147/nist
https://cve.report/CVE-2017-11147/cve_org
https://cve.report/api/cve/CVE-2017-11147.json
https://cve.report/CVE-2017-11147.pdf
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php

Php

Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php

Php

7.0.0

7.01

7.0.10

7.0.11

7.0.12

7.0.13

7.0.14

7.0.2

7.0.3

7.04

7.0.5

7.0.6

7.0.7

7.0.8

7.0.9

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

PHP: PHP 7 Change

PHP: PHP 5 Change

CVE Program record

1]

Log

Red Hat Customer Portal

Log

NVD vulnerability detail

208.43.231.11 Git - php-src.git/commit

PHP :: Sec Bug #73773 :: Seg fault when loading hostile phar

PHP CVE-2017-11147 Memory Corruption Vulnerability

208.43.231.11 Git - php-src.git/commit

oss-security - Re: CVE IDs needed for PHP vulnerabilites (affects 5.6.30 and 7.0.20)

September 2017 PHP Vulnerabilities in NetApp Products | NetApp Product Security

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

[R1] SecurityCenter 5.3.2, 5.4.0, 5.4.2, 5.4.5, 5.5.0, and 5.5.1 Fixes Multiple Vulnerabilities - Security Advisory | Tenable™
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