
CVE-2017-11164
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2017-11164

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-11 03:29:00 UTC

Updated 2023-11-07 02:38:00 UTC

Description In PCRE 8.41, the OP_KETRMAX feature in the match function in pcre_exec.c allows stack exhaustion (uncontrolled recursion) when processing a crafted regular expression.

Risk And Classification

Problem Types: CWE-674

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pcre Pcre 8.41 All All All

Application Pcre Pcre 8.41 All All All

References

Reference Source Link

oss-security - Re: CVE-2017-11164 - stack exhaustion in PCRE MLIST www.openwall.com

oss-security - Re: [scr358145] pcre-8.41 - 8.41 MISC openwall.com

Pony Mail! MLIST lists.apache.org

Malformed Request BID www.securityfocus.com

oss-security - CVE-2017-11164 - stack exhaustion in PCRE MLIST www.openwall.com

[mina-dev] 20210225 [jira] [Created] (FTPSERVER-500) Security vulnerability in common/lib/log4j-1.2.17.jar lists.apache.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2017-11164/mitre
https://cve.report/CVE-2017-11164/nist
https://cve.report/CVE-2017-11164/cve_org
https://cve.report/CVE-2017-11164.pdf
http://cve.report/vendor/pcre
http://cve.report/software/pcre/pcre
http://cve.report/vendor/pcre
http://cve.report/software/pcre/pcre
http://www.openwall.com/lists/oss-security/2023/04/12/1
http://openwall.com/lists/oss-security/2017/07/11/3
https://lists.apache.org/thread.html/rf9fa47ab66495c78bb4120b0754dd9531ca2ff0430f6685ac9b07772@%253Cdev.mina.apache.org%253E
http://www.securityfocus.com/bid/99575
http://www.openwall.com/lists/oss-security/2023/04/11/1
https://lists.apache.org/thread.html/rf9fa47ab66495c78bb4120b0754dd9531ca2ff0430f6685ac9b07772%2540%253Cdev.mina.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2017-11164
https://nvd.nist.gov/vuln/detail/CVE-2017-11164
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CVE.report and Source URL Uptime Status status.cve.report

296088 Oracle Solaris 11.4 Support Repository Update (SRU) 9.1.5 Missing (CPUAPR2019)

500515 Alpine Linux Security Update for pcre

504274 Alpine Linux Security Update for pcre

http://cve.report/qid/296088
http://cve.report/qid/500515
http://cve.report/qid/504274
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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