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Summary

CVE CVE-2017-11176

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-11 23:29:00 UTC

Updated 2025-04-20 01:37:25 UTC

Description The mq_notify function in the Linux kernel through 4.11.9 does not set the sock pointer to NULL upon entry into the retry logic. During a user-space close of a Netlink socket, it allows attackers to cause a denial of service (use-after-free) or possibly have unspecified other impact.

Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-416 | n/a

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 7.2 AV:L/AC:L/Au:N/C:C/I:C/A:C

CVSS v3.1 Breakdown

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2017-11176/mitre
https://cve.report/CVE-2017-11176/nist
https://cve.report/CVE-2017-11176/cve_org
https://cve.report/api/cve/CVE-2017-11176.json
https://cve.report/CVE-2017-11176.pdf


CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:L/AC:L/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

mqueue: fix a use-after-free in sys_mq_notify() · torvalds/linux@f991af3 · GitHub af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

kernel/git/torvalds/linux.git - Linux kernel source tree af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-3945-1 linux af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

Linux kernel CVE-2017-11176 Local Denial of Service Vulnerability af854a3a-2127-422b-91ae-364da2661108

DCIM Support af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-3927-1 linux af854a3a-2127-422b-91ae-364da2661108

Linux Kernel < 4.11.8 - 'mq_notify: double sock_put()' Local Privilege Escalation - Linux local Exploit af854a3a-2127-422b-91ae-364da2661108

High

Access Vector

Local

Access Complexity

Low

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete

http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/torvalds/linux/commit/f991af3daabaecff34684fd51fac80319d1baad1
https://access.redhat.com/errata/RHSA-2017:2918
http://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=f991af3daabaecff34684fd51fac80319d1baad1
http://www.debian.org/security/2017/dsa-3945
https://access.redhat.com/errata/RHSA-2017:2931
http://www.securityfocus.com/bid/99919
https://help.ecostruxureit.com/display/public/UADCE725/Security+fixes+in+StruxureWare+Data+Center+Expert+v7.6.0
https://access.redhat.com/errata/RHSA-2018:0169
http://www.debian.org/security/2017/dsa-3927
https://www.exploit-db.com/exploits/45553/


Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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