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Description

/

CVE-2017-11191

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2017-09-28 01:29:00 UTC

2023-11-07 02:38:00 UTC

** DISPUTED ** FreelPA 4.x with API version 2.213 allows a remote authenticated users to bypass intended account-lockir

| 1|

Risk And Classification

Problem Types: CWE-384

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Freeipa Freeipa 4.0.0 All All All
Freeipa Freeipa 4.01 All All All
Freeipa Freeipa 4.0.2 All All All
Freeipa Freeipa 4.0.3 All All All
Freeipa Freeipa 4.0.4 All All All
Freeipa Freeipa 4.0.5 All All All
Freeipa Freeipa 41.0 All All All
Freeipa Freeipa 411 All All All
Freeipa Freeipa 4.1.2 All All All
Freeipa Freeipa 41.3 All All All
Freeipa Freeipa 41.4 All All All
Freeipa Freeipa 4.2.0 All All All
Freeipa Freeipa 4.2.1 All All All
Freeipa Freeipa 422 All All All
Freeipa Freeipa 423 All All All
Freeipa Freeipa 424 All All All
Freeipa Freeipa 4.3.0 All All All
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Application Freeipa Freeipa 4.41 All All All
Application Freeipa Freeipa 4.4.2 All All All
Application Freeipa Freeipa 443 All All All
Application Freeipa Freeipa 4.4.4 All All All
Application Freeipa Freeipa 45.0 All All All
Application Freeipa Freeipa 4.51 All All All
Application Freeipa Freeipa 452 All All All
Application Freeipa Freeipa 453 All All All
Application Freeipa Freeipa 4.6.0 All All All
Application Freeipa Freeipa 4.6.1 All All All
Reference Source Link Tags

FreelPA 2.213 Session Hijacking =~ Packet Storm MISC packetstormsecurity.com Third Party Advisory, VDB Entry
CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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