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Summary

CVE CVE-2017-1130

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-05 21:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description IBM Notes 8.5 and 9.0 is vulnerable to a denial of service. If a user is persuaded to click on a malicious link, it would open up many file select dialog boxes which would cause the client hang and have to be restarted. IBM X-Force ID: 121371.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Inotes 8.5.0.0 All All All

Application Ibm Inotes 8.5.1.0 All All All

Application Ibm Inotes 8.5.1.1 All All All

Application Ibm Inotes 8.5.1.5 All All All

Application Ibm Inotes 8.5.2.0 All All All

Application Ibm Inotes 8.5.2.1 All All All

Application Ibm Inotes 8.5.2.4 All All All

Application Ibm Inotes 8.5.3.0 All All All

Application Ibm Inotes 8.5.3.1 All All All

Application Ibm Inotes 8.5.3.6 All All All

Application Ibm Inotes 9.0.0.0 All All All

Application Ibm Inotes 9.0.1.0 All All All

Application Ibm Inotes 9.0.1.1 All All All

Application Ibm Inotes 9.0.1.8 All All All

Application Ibm Inotes 8.5.0.0 All All All

Application Ibm Inotes 8.5.1.0 All All All

Application Ibm Inotes 8.5.1.1 All All All
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Application Ibm Inotes 8.5.1.1 All All All

Application Ibm Inotes 8.5.1.5 All All All

Application Ibm Inotes 8.5.2.0 All All All

Application Ibm Inotes 8.5.2.1 All All All

Application Ibm Inotes 8.5.2.4 All All All

Application Ibm Inotes 8.5.3.0 All All All

Application Ibm Inotes 8.5.3.1 All All All

Application Ibm Inotes 8.5.3.6 All All All

Application Ibm Inotes 9.0.0.0 All All All

Application Ibm Inotes 9.0.1.0 All All All

Application Ibm Inotes 9.0.1.1 All All All

Application Ibm Inotes 9.0.1.8 All All All

References

Reference Source Link Tags

IBM Notes 8.5.x/9.0.x - Denial of Service (2) - Multiple dos Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

IBM notice: The page you requested cannot be displayed CONFIRM www.ibm.com Patch, Vendor Advisory

IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com VDB Entry, Vendor Advisory

IBM Notes CVE-2017-1130 Remote Denial of Service Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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