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cssaomvncLraLumisuciar  Gertain versions of Joomla! from Joomla contain the foIIowing
: vulnerability:

The CMS installer in Joomla! before 3.7.4 does not verify a user's
ownership of a webspace, which allows remote authenticated users to
gain control of the target application by leveraging Certificate
Transparency logs.

CVE-2017-11364 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SSEMEDIUM)
Access Access Authentication
Vector Complexity
Low
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

DEF CON Media & MISC

Server - Error 404 media.defcon.org/DEF%20C0ON%2025/DEF%20CON%2025%20presentations/DEFCC
25-Hanno-Boeck-Abusing-Certificate-Transparency-Logs.pdf



https://cve.report/
https://cve.report/CVE-2017-11364/mitre
https://cve.report/CVE-2017-11364/nist
https://cve.report/CVE-2017-11364/cve_org
https://cve.report/CVE-2017-11364.pdf
http://cve.report/software/joomla/joomla!
http://cve.report/vendor/joomla
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2017-11364/0c34d3b9

[20170704] - Core - & CONFIRM developer.joomla.org/security-centre/700-20170704-core-installer-lack-of

Installer: Lack of developer.joomla.org ownership-verification.html
Ownership Verification text/html

hanno na Twitterze: "If MISC twitter.com/hanno/status/890281330906247168
you wonder about the

backgrounds of CVE-

2017-11364 in Joomla:

Friday in my @defcon

talk

https://t.co/rtb37ZSx00"

Joomla! CMS Installer ) SECTRACK 1039015
Lack of Webspace

Ownership Validation

Lets Remote

Authenticated Users
Access the Target
Application -
Security Tracker

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

1

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Joomla Joomlal 1.0.0 All All All
Application Joomla Joomla! 1.0.1 All All All
Application Joomla Joomlal 1.0.10 All All All
Application Joomla Joomlal! 1.0.11 All All All
Application Joomla Joomlal! 1.0.12 All All All
Application Joomla Joomlal! 1.0.13 All All All
Application Joomla Joomlal! 1.0.14 All All All
Application Joomla Joomla! 1.0.15 All All All
Application Joomla Joomlal! 1.0.2 All All All
Application Joomla Joomlal 1.0.3 All All All
Application Joomla Joomlal 1.04 All All All
Application Joomla Joomla! 1.0.5 All All All
Application Joomla Joomlal! 1.0.6 All All All
Application Joomla Joomla! 1.0.7 All All All
Application Joomla Joomlal 1.0.8 All All All

Application Joomla Joomla! 1.0.9 All All All
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cpe:2.3:a;joomlajoomla\l:3.2.7:%:*:* %

cpe:2.3:a;joomla;joomla\l:3.3.0:%:":*

cpe:2.3:a;joomla;joomla\l:3.3.1: " " %

cpe:2.3:a;joomla;joomla\l:3.3.2:%:":* %

cpe:2.3:a;joomla;joomla\l:3.3.3:%:":* "™

cpe:2.3:a;joomla;joomla\l:3.3.4:":* "

cpe:2.3:a;joomla;joomla\l:3.3.5:%:":* %

cpe:2.3:a;joomla;joomla\l:3.3.6:%:":* "

cpe:2.3:a;joomla:;joomla\l:3.4.0:%:":*:* %

akLk kKKK,

cpe:2.3:a:;joomla:;joomla\l:3.4.0:alpha:*:*:*:*:*:*:

KLk kKKK,

cpe:2.3:a:;joomla:;joomla\l:3.4.0:rc1 :*: "

cpe:2.3:a:;joomla;joomla\l:3.4.1: "



KKk kR k.

cpe:2.3:a;joomla:joomla\l:3.4.1:rc1 7 7

KKk KLk k.

cpe:2.3:a;joomla:joomla\l:3.4.1:rc2:*:*:***:*:
cpe:2.3:a:;joomla;joomla\l:3.4.2:rc1
cpe:2.3:a:;joomla;joomla\l:3.4.3: "
cpe:2.3:a;joomla;joomla\l:3.4.4:
cpe:2.3:a:;joomla;joomla\l:3.4.5: **
cpe:2.3:a:;joomla;joomla\l:3.4.6:*:* "

cpe:2.3:a;joomlazjoomla\l:3.4.7:**

cpe:2.3:a;joomlazjoomla\l:3.4.8: " "

cpe:2.3:a:;joomla:;joomla\l:3.6.0:*:":*:*:*:*::

akLk kKKK,

cpe:2.3:a:;joomla:;joomla\l:3.6.0:alpha:*:*:*:*:*:*:

KKk kLK k.

cpe:2.3:a:;joomla:joomla\l:3.6.0:rc2:*:*:*:*:*:*:



cpe:2.3:ajoomiazjoomia\l:3.6.1:m "

Kk kKR k.

cpe:2.3:a;joomla:joomla\l:3.6.1:rc1:*:

kKK KLk k.

cpe:2.3:a:;joomla;joomla\l:3.6.1:rc2: " *:*:

cpe:2.3:a:;joomla;joomla\l:3.6.2:*:* "™

cpe:2.3:a:;joomla;joomla\l:3.6.3: "™

Kk uk kR k.

cpe:2.3:a:;joomla;joomla\l:3.6.3:rc2:*: " :*:
cpe:2.3:a:;joomla;joomla\l:3.6.3:rc3:**:
cpe:2.3:a:;joomla;joomla\l:3.6.4:*:* " *:*:
cpe:2.3:a:;joomla;joomla\l:3.6.5:** " *:*:
cpe:2.3:a;joomla;joomla\l:3.7.0:
cpe:2.3:a;joomlajoomla\l:3.7.1: %"
cpe:2.3:a;joomlajoomla\l:3.7.2:%:*: %
cpe:2.3:a;joomla;joomla\l:3.7.3:%:":* %

cpe:2.3:a;joomla;joomla\l:1.0.0:*:":*:* %

cpe:2.3:a;joomla;joomla\l:1.0. 1% " ™

akk LKLk LKLk K,

cpe:2.3:a;joomla:joomla\l:1.0.15:% "

cpe:2.3:a;joomla;joomla\l:1.0.2:%:":*:* %

cpe:2.3:a;joomla;joomla\l:1.0.3:%:":*

cpe:2.3:a;joomla;joomla\l:1.0.4:%:":**

cpe:2.3:a;joomla;joomla\l:1.0.5:%:*

cpe:2.3:a;joomla;joomla\l:1.0.6:%:*:*:***::

cpe:2.3:a;joomla;joomla\l:1.0.7:%:*

cpe:2.3:a:;joomla;joomla\l:1.0.8: " ™



cpe:2.3:a;joomla;joomla\l:1.0.9:%:

cpe:2.3:a;joomla;joomla\l:1.5.0:*:

cpe:2.3:a;joomlazjoomla\l:1.5.1 e

Kk ok Kok oKk,

cpe:2.3:a:;joomla;joomla\l:1.5.13:*

Kk kKK kK,

cpe:2.3:a;joomlazjoomla\l:1.5. 14

koK ok kKK,

cpe:2.3:a;joomlazjoomla\l:1.5.15:*

Kk koK koK.

cpe:2.3:a:;joomla;joomla\l:1.5.15:rc:**:***:*:

akk LKLk LK LKLk,

cpe:2.3:a;joomla;joomla\l:1.5.26:*:*:*:*:*:*:*:

cpe:2.3:a;joomla;joomla\l:1.5.3:%:":*

cpe:2.3:a;joomla;joomla\l:1.5.4:%:*:*

cpe:2.3:a;joomla;joomla\l:1.5.5:%:*:*

cpe:2.3:a;joomla;joomla\l:1.5.6:%:*:*

cpe:2.3:a;joomla;joomla\l:1.5. 7%

cpe:2.3:a;joomla;joomla\l:1.5.8:*:*:* 7 :*:



cpe:2.3:a;joomla;joomla\l:1.5.9:%:*:****:*:

Skk Lk k ok uk.

cpe:2.3:a:;joomla:;joomla\l:1.6:alpha2:*:*:*:*:*:*:

Kk kR Rk,

cpe:2.3:a:joomla:joomla\l:1.6:betat:*:*:*:*:*:*:

Sk ok ak Lk k k.

cpe:2.3:a:;joomla;joomla\l:1.6:betal3:*:*:**:*:*:

dkak ok ak ok uk,

cpe:2.3:a:;joomla;joomla\l:1.6:betal4:*:*:**:*:*:

cpe:2.3:a;joomla:;joomla\l:1.6.0:%:":*:*: %

cpe:2.3:a:;joomla;joomla\l:1.6.1:* " ™

cpe:2.3:a;joomla:;joomla\l:1.6.2:%:*:*

cpe:2.3:a;joomla:;joomla\l:1.6.3:%:":*:*:*:*::

cpe:2.3:a;joomla:;joomla\l:1.6.4:*:":* %

cpe:2.3:a;joomla:;joomla\l:1.6.5:%:*:*:*:

cpe:2.3:a:;joomla:;joomla\l:1.6.6:*:*:*:*:*:*:*:

cpe:2.3:a;joomla;joomla\l:1.7.0:*:*:

cpe:2.3:a;joomla;joomla\l:1.7.1:%:%:

cpe:2.3:a;joomla;joomla\l:1.7.2:%:*



cpe:2.3:a;joomla;joomla\l:1.7.3:%:*:****::
cpe:2.3:a;joomlajoomla\l:1.7.4:%:*
cpe:2.3:a:;joomla;joomla\l:1.7.5:
cpe:2.3:a:;joomla;joomla\l:2.5.0: ™
cpe:2.3:a;joomla;joomla\l:2.5.1: ™

cpe:2.3:a:;joomlazjoomla\l:2.5.10:****

Kk ok kKKK,

cpe:2.3:a;joomlazjoomla\l:2.5.11 %

Kk kKoK oKk,

cpe:2.3:a;joomla;joomla\l:2.5.12:* %"

Kk ok kKKK,

cpe:2.3:a;joomlazjoomla\l:2.5.13:*:* %"

cpe:2.3:a;joomla;joomla\l:2.5.20:*:*:*:*:*:*:*:

R R R R

cpe:2.3:a;joomla:;joomla\l:2.5.26:*:*:*:*:*:*:*:

ARk LKk kLKL K,

cpe:2.3:a;joomla;joomla\l:2.5.27:*:*:*:***:*:
cpe:2.3:a;joomla;joomla\l:2.5.28:*:*:*:*:*:*:*:
cpe:2.3:a;joomla;joomla\l:2.5.3:%:":*

cpe:2.3:a;joomla;joomla\l:2.5.4:%:*:*

cpe:2.3:a;joomla;joomla\l:2.5.5:%:*:****::



cpe:2.3:a;joomla;joomla\l:2.5.6:*:*:**:**:*:

cpe:2.3:a;joomla;joomla\l:2.5.7:%:*:*

cpe:2.3:a:;joomla;joomla\l:2.5.8: "™

cpe:2.3:a:;joomla;joomla\l:2.5.9: "™

cpe:2.3:a:;joomla;joomla\l:3.0.0: ™

cpe:2.3:a;joomlazjoomla\l:3.0. 1 ™

cpe:2.3:a:;joomla;joomla\l:3.0.2:*:**:***:*:

cpe:2.3:a:;joomla;joomla\l:3.0.3:*:** %

cpe:2.3:a;joomlazjoomla\l:3.0.4:**

cpe:2.3:a;joomlazjoomla\l:3.1.0:** o™

cpe:2.3:a;joomlazjoomla\l:3.1.1:

cpe:2.3:a;joomla;joomla\l:3.1.2:% " ™

cpe:2.3:a;joomla;joomla\l:3.1.3:" " ™

cpe:2.3:a;joomla;joomla\l:3.1.4:" > %

cpe:2.3:a;joomla;joomla\l:3.1.5:% "%

cpe:2.3:a;joomla;joomla\l:3.1.6:* "™

cpe:2.3:a;joomla;joomla\l:3.2.0:%:":*

cpe:2.3:a;joomla;joomla\l:3.2. 1" " %

cpe:2.3:a;joomla;joomla\l:3.2.2:%:*:* %

cpe:2.3:a;joomla;joomla\l:3.2.3:%:":* %

cpe:2.3:a;joomla;joomla\l:3.2.4: " "

cpe:2.3:a;joomla;joomla\l:3.2.5:%:*:

cpe:2.3:a;joomla:;joomla\l:3.2.6:%:":* "

cpe:2.3:a;joomla;joomla\l:3.2.7:%:":*

cpe:2.3:a;joomla:;joomla\l:3.3.0:%:":

cpe:2.3:a;joomla;joomla\l:3.3.1:%:":*

cpe:2.3:a;joomla;joomla\l:3.3.2:%: "

cpe:2.3:a;joomla;joomla\l:3.3.3:%:*:*

coe:2.3:a:ioomlazioomla\l:3.3.4:*:*:****:*:



cpe:2.3:a;joomla;joomla\l:3.3.5:% % *:*:

cpe:2.3:a;joomla;joomla\l:3.3.6:%:*:*

cpe:2.3:a;joomlazjoomla\l:3.4.0: "

Kk kKR k.

cpe:2.3:a:joomla:joomla\l:3.4.0:alpha:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:;joomla;joomla\l:3.4.0:betat :*:*:*:*:*:*:

Kk koK kK.

cpe:2.3:a:joomla:joomla\l:3.4.0:betad:*:*:*:*:*:*:
cpe:2.3:a:;joomla;joomla\l:3.4.0:rct
cpe:2.3:a;joomlazjoomla\l:3.4.1: %

Kk kKR k.

cpe:2.3:a;joomlazjoomla\l:3.4.1:rc1 %

cpe:2.3:a;joomla;joomla\l:3.4.3:* > "

cpe:2.3:a;joomla;joomla\l:3.4.4:* > " %

cpe:2.3:a;joomla;joomla\l:3.4.5: > "

cpe:2.3:a;joomla;joomla\l:3.4.6:*:* " "

cpe:2.3:a;joomla;joomla\l:3.4.7:% >

cpe:2.3:a;joomla;joomla\l:3.4.8:*: """

kKK kKK,

cpe:2.3:a:;joomla:;joomla\l:3.5.0:betad:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:;joomla:;joomla\!:3.5.0:betab:*:*:*:*:*:*:



Kk kKR k.

cpe:2.3:a;joomla:joomla\l:3.5.0:rc4:**:***::
cpe:2.3:a;joomla;joomla\l:3.5.1: %%
cpe:2.3:a:;joomla;joomla\l:3.5.1:rc:
cpe:2.3:a:;joomla;joomla\l:3.6.0: "™

Kk ak KRk,

cpe:2.3:a:joomla:joomla\l:3.6.0:alpha:*:*:*:*:*:*:

Kk uk kR k.

cpe:2.3:a:;joomla:joomla\l:3.6.0:betat :*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:joomla;joomla\l:3.6.0:rc:*:*:*:*:*:*:
cpe:2.3:a:;joomla:joomla\l:3.6.0:rc2:*:*:*:*:*:*:
cpe:2.3:a;joomlazjoomla\l:3.6.1: 7

Kk kKR k.

cpe:2.3:a:;joomla;joomla\l:3.6.1:rc1 %

cpe:2.3:a;joomla;joomla\l:3.6.2:%:":*: %"

cpe:2.3:a;joomla;joomla\l:3.6.3:%:":* "™

cpe:2.3:a;joomla;joomla\l:3.6.4:%:":*:**
cpe:2.3:a:;joomla:;joomla\l:3.6.5:%:":* %"
cpe:2.3:a;joomla;joomla\l:3.7.0:%:":*:*
cpe:2.3:a;joomla;joomla\l:3.7.1: %" ™
cpe:2.3:a;joomla;joomla\l:3.7.2:%:*:* ™

cpe:2.3:a;joomla;joomla\l:3.7.3:%:":*

No vendor comments have been submitted for this CVE
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