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CVE CVE-2017-11406
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-18 21:29:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description In Wireshark 2.2.0 to 2.2.7 and 2.0.0 to 2.0.13, the DOCSIS dissector could go into an infinite loop. This was addressed in |

/ |

Risk And Classification

Primary CVSS: v3.0 7.5 HIGH from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-835 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 75 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
2.0 nvd@nist.gov Primary 7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C
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https://cve.report/CVE-2017-11406/mitre
https://cve.report/CVE-2017-11406/nist
https://cve.report/CVE-2017-11406/cve_org
https://cve.report/api/cve/CVE-2017-11406.json
https://cve.report/CVE-2017-11406.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Application Wireshark Wireshark All All All All
Application Wireshark Wireshark All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
Wireshark AMQP/MQ/DOCSIS/GPRS LLC Dissector Bugs Let Remote Users Cause the Target Service to Crash - SecurityTracker —af854a8
[SECURITY] [DLA 1634-1] wireshark security update af854a8
Wireshark DOCSIS Dissector CVE-2017-11406 Denial of Service Vulnerability af854a3
code.wireshark Code Review - wireshark.git/commit af854a8
13797 — Buildbot crash output: fuzz-2017-06-12-15905.pcap af854a3
Wireshark - wnpa-sec-2017-36 - DOCSIS infinite loop af854a8
code.wireshark Code Review - wireshark.git/commit MITRE
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http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securitytracker.com/id/1038966
https://lists.debian.org/debian-lts-announce/2019/01/msg00010.html
http://www.securityfocus.com/bid/99903
https://code.wireshark.org/review/gitweb?p=wireshark.git%253Ba=commit%253Bh=250216263c3a3f2c651e80d9c6b3dc0adc53dc2c
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=13797
https://www.wireshark.org/security/wnpa-sec-2017-36.html
https://code.wireshark.org/review/gitweb?p=wireshark.git;a=commit;h=250216263c3a3f2c651e80d9c6b3dc0adc53dc2c
https://www.cve.org/CVERecord?id=CVE-2017-11406
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501302 Alpine Linux Security Update for wireshark
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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