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Summary

CVE CVE-2017-11409

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-18 21:29:00 UTC

Updated 2023-11-07 02:38:00 UTC

Description In Wireshark 2.0.0 to 2.0.13, the GPRS LLC dissector could go into a large loop. This was addressed in epan/dissectors/packet-gprs-llc.c by using a different integer data type.

Risk And Classification

Problem Types: CWE-834

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Wireshark Wireshark All All All All

References

Reference Source

Wireshark AMQP/MQ/DOCSIS/GPRS LLC Dissector Bugs Let Remote Users Cause the Target Service to Crash - SecurityTracker SECTRACK

13603 – Buildbot crash output: fuzz-2017-04-15-11942.pcap CONFIRM

code.wireshark Code Review - wireshark.git/commit CONFIRM

code.wireshark Code Review - wireshark.git/commit

[SECURITY] [DLA 1634-1] wireshark security update MLIST

Wireshark GPRS LLC Dissector CVE-2017-11409 Denial of Service Vulnerability BID

Wireshark · wnpa-sec-2017-37 · GPRS LLC dissector large loop. CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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