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CVE CVE-2017-11409
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2017-07-18 21:29:00 UTC
Updated 2023-11-07 02:38:00 UTC
Description In Wireshark 2.0.0 to 2.0.13, the GPRS LLC dissector could go into a large loop. This was addressed in epan/dissectors/pa

1|

Problem Types: CWE-834

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Wireshark Wireshark All All All All

References |
Reference Source

13603 — Buildbot crash output: fuzz-2017-04-15-11942.pcap

code.wireshark Code Review - wireshark.git/commit

code.wireshark Code Review - wireshark.git/commit

[SECURITY] [DLA 1634-1] wireshark security update

Wireshark GPRS LLC Dissector CVE-2017-11409 Denial of Service Vulnerability
Wireshark - wnpa-sec-2017-37 - GPRS LLC dissector large loop.

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

Wireshark AMQP/MQ/DOCSIS/GPRS LLC Dissector Bugs Let Remote Users Cause the Target Service to Crash - SecurityTracker SECTR,
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https://cve.report/
https://cve.report/CVE-2017-11409/mitre
https://cve.report/CVE-2017-11409/nist
https://cve.report/CVE-2017-11409/cve_org
https://cve.report/api/cve/CVE-2017-11409.json
https://cve.report/CVE-2017-11409.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://www.securitytracker.com/id/1038966
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=13603
https://code.wireshark.org/review/gitweb?p=wireshark.git;a=commit;h=57b83bbbd76f543eb8d108919f13b662910bff9a
https://code.wireshark.org/review/gitweb?p=wireshark.git%253Ba=commit%253Bh=57b83bbbd76f543eb8d108919f13b662910bff9a
https://lists.debian.org/debian-lts-announce/2019/01/msg00010.html
http://www.securityfocus.com/bid/99914
https://www.wireshark.org/security/wnpa-sec-2017-37.html
https://www.cve.org/CVERecord?id=CVE-2017-11409
https://nvd.nist.gov/vuln/detail/CVE-2017-11409

There are currently no legacy QID mappings associated with this CVE.
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