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CVE CVE-2017-11421
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-18 19:29:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description gnome-exe-thumbnailer before 0.9.5 is prone to a VBScript Injection when generating thumbnails for MSI files, aka the "Ba¢

Risk And Classification

Primary CVSS: v3.0 7.8 HIGH from nvd@nist.gov

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-94 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 7.8 HIGH CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/AH
2.0 nvd@nist.gov Primary 4.6 AV:L/AC:L/Au:N/C:P/I:P/A:P
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https://cve.report/
https://cve.report/CVE-2017-11421/mitre
https://cve.report/CVE-2017-11421/nist
https://cve.report/CVE-2017-11421/cve_org
https://cve.report/api/cve/CVE-2017-11421.json
https://cve.report/CVE-2017-11421.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome-exe-thumbnailer Project Gnome-exe-thumbnailer All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

VBScript Injection via GNOME Thumbnailer

#868705 - gnome-exe-thumbnailer: CVE-2017-11421: Thumbnail generation for MSl files executes arbitrary VBScript - Debian Bug report logs
Switch to msitools' msiinfo for ProductVersion fetching - exe-thumbnailer/exe-thumbnailer@1d8e310 - GitHub

gnome-exe-thumbnailer CVE-2017-11421 Local Code Injection Vulnerability

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currentlv no leaacv QID mappinas associated with this CVE.


http://cve.report/vendor/gnome-exe-thumbnailer_project
http://cve.report/software/gnome-exe-thumbnailer_project/gnome-exe-thumbnailer
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://news.dieweltistgarnichtso.net/posts/gnome-thumbnailer-msi-fail.html
https://bugs.debian.org/868705
https://github.com/gnome-exe-thumbnailer/gnome-exe-thumbnailer/commit/1d8e3102dd8fd23431ae6127d14a236da6b4a4a5
http://www.securityfocus.com/bid/99922
https://www.cve.org/CVERecord?id=CVE-2017-11421
https://nvd.nist.gov/vuln/detail/CVE-2017-11421
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