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Summary

CVE CVE-2017-11449

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-19 07:29:00 UTC

Updated 2021-04-20 15:37:00 UTC

Description coders/mpc.c in ImageMagick before 7.0.6-1 does not enable seekable streams and thus cannot validate blob sizes, which allows remote attackers to cause a denial of service (application crash) or possibly have unspecified other impact via an image received from stdin.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Imagemagick Imagemagick All All All All

Application Imagemagick Imagemagick All All All All

References

Reference

... · ImageMagick/ImageMagick@529ff26 · GitHub

#867896 - imagemagick: CVE-2017-11449 - Debian Bug report logs

ImageMagick CVE-2017-11449 Denial of Service Vulnerability

Comment about commit https://github.com/ImageMagick/ImageMagick/commit/1737ac82b335e53376382c07b9a500d73dd2aa11 · Issue #556 · ImageMagick/ImageMagick · GitHub

... · ImageMagick/ImageMagick@b007dd3 · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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