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Summary

CVE CVE-2017-11499

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-25 13:29:00 UTC

Updated 2017-12-07 02:29:00 UTC

Description Node.js v4.0 through v4.8.3, all versions of v5.x, v6.0 through v6.11.0, v7.0 through v7.10.0, and v8.0 through v8.1.3 was susceptible to hash flooding remote DoS attacks as the HashTable seed was constant across a given released version of Node.js. This was a result of building with V8 snapshots enabled by default which caused the initially randomized seed to be overwritten on startup.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nodejs Node.js 4.0.0 All All All

Application Nodejs Node.js 4.1.0 All All All

Application Nodejs Node.js 4.1.1 All All All

Application Nodejs Node.js 4.1.2 All All All

Application Nodejs Node.js 4.2.0 All All All

Application Nodejs Node.js 4.2.1 All All All

Application Nodejs Node.js 4.2.2 All All All

Application Nodejs Node.js 4.2.3 All All All

Application Nodejs Node.js 4.2.4 All All All

Application Nodejs Node.js 4.2.5 All All All

Application Nodejs Node.js 4.2.6 All All All

Application Nodejs Node.js 4.3.0 All All All

Application Nodejs Node.js 4.3.1 All All All

Application Nodejs Node.js 4.3.2 All All All

Application Nodejs Node.js 4.4.0 All All All

Application Nodejs Node.js 4.4.1 All All All

Application Nodejs Node.js 4.4.2 All All All
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Application Nodejs Node.js 4.4.2 All All All

Application Nodejs Node.js 4.4.3 All All All

Application Nodejs Node.js 4.4.4 All All All

Application Nodejs Node.js 4.4.5 All All All

Application Nodejs Node.js 4.4.6 All All All

Application Nodejs Node.js 4.4.7 All All All

Application Nodejs Node.js 4.5.0 All All All

Application Nodejs Node.js 4.6.0 All All All

Application Nodejs Node.js 4.6.1 All All All

Application Nodejs Node.js 4.6.2 All All All

Application Nodejs Node.js 4.7.0 All All All

Application Nodejs Node.js 4.7.1 All All All

Application Nodejs Node.js 4.7.2 All All All

Application Nodejs Node.js 4.7.3 All All All

Application Nodejs Node.js 4.8.0 All All All

Application Nodejs Node.js 4.8.1 All All All

Application Nodejs Node.js 4.8.2 All All All

Application Nodejs Node.js 4.8.3 All All All

Application Nodejs Node.js 5.0.0 All All All

Application Nodejs Node.js 5.1.0 All All All

Application Nodejs Node.js 5.1.1 All All All

Application Nodejs Node.js 5.10.0 All All All

Application Nodejs Node.js 5.10.1 All All All

Application Nodejs Node.js 5.11.0 All All All

Application Nodejs Node.js 5.11.1 All All All

Application Nodejs Node.js 5.12.0 All All All

Application Nodejs Node.js 5.2.0 All All All

Application Nodejs Node.js 5.3.0 All All All

Application Nodejs Node.js 5.4.0 All All All

Application Nodejs Node.js 5.4.1 All All All

Application Nodejs Node.js 5.5.0 All All All

Application Nodejs Node.js 5.6.0 All All All

Application Nodejs Node.js 5.7.0 All All All

Application Nodejs Node.js 5.7.1 All All All

Application Nodejs Node.js 5.8.0 All All All

Application Nodejs Node.js 5.9.0 All All All
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Application Nodejs Node.js 5.9.1 All All All

Application Nodejs Node.js 6.0.0 All All All

Application Nodejs Node.js 6.1.0 All All All

Application Nodejs Node.js 6.10.0 All All All

Application Nodejs Node.js 6.10.1 All All All

Application Nodejs Node.js 6.10.2 All All All

Application Nodejs Node.js 6.10.3 All All All

Application Nodejs Node.js 6.11.0 All All All

Application Nodejs Node.js 6.11.1 All All All

Application Nodejs Node.js 6.2.0 All All All

Application Nodejs Node.js 6.2.1 All All All

Application Nodejs Node.js 6.2.2 All All All

Application Nodejs Node.js 6.3.0 All All All

Application Nodejs Node.js 6.3.1 All All All

Application Nodejs Node.js 6.4.0 All All All

Application Nodejs Node.js 6.5.0 All All All

Application Nodejs Node.js 6.6.0 All All All

Application Nodejs Node.js 6.7.0 All All All

Application Nodejs Node.js 6.8.0 All All All

Application Nodejs Node.js 6.8.1 All All All

Application Nodejs Node.js 6.9.0 All All All

Application Nodejs Node.js 6.9.1 All All All

Application Nodejs Node.js 6.9.2 All All All

Application Nodejs Node.js 6.9.3 All All All

Application Nodejs Node.js 6.9.4 All All All

Application Nodejs Node.js 6.9.5 All All All

Application Nodejs Node.js 7.0.0 All All All

Application Nodejs Node.js 7.1.0 All All All

Application Nodejs Node.js 7.10.0 All All All

Application Nodejs Node.js 7.10.1 All All All

Application Nodejs Node.js 7.2.0 All All All

Application Nodejs Node.js 7.2.1 All All All

Application Nodejs Node.js 7.3.0 All All All

Application Nodejs Node.js 7.4.0 All All All

Application Nodejs Node.js 7.5.0 All All All

Application Nodejs Node.js 7.6.0 All All All
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Application Nodejs Node.js 7.6.0 All All All

Application Nodejs Node.js 7.7.0 All All All

Application Nodejs Node.js 7.7.1 All All All

Application Nodejs Node.js 7.7.2 All All All

Application Nodejs Node.js 7.7.3 All All All

Application Nodejs Node.js 7.7.4 All All All

Application Nodejs Node.js 7.8.0 All All All

Application Nodejs Node.js 7.9.0 All All All

Application Nodejs Node.js 8.0.0 All All All

Application Nodejs Node.js 8.1.0 All All All

Application Nodejs Node.js 8.1.1 All All All

Application Nodejs Node.js 8.1.2 All All All

Application Nodejs Node.js 8.1.3 All All All

Application Nodejs Node.js 4.0.0 All All All

Application Nodejs Node.js 4.1.0 All All All

Application Nodejs Node.js 4.1.1 All All All

Application Nodejs Node.js 4.1.2 All All All

Application Nodejs Node.js 4.2.0 All All All

Application Nodejs Node.js 4.2.1 All All All

Application Nodejs Node.js 4.2.2 All All All

Application Nodejs Node.js 4.2.3 All All All

Application Nodejs Node.js 4.2.4 All All All

Application Nodejs Node.js 4.2.5 All All All

Application Nodejs Node.js 4.2.6 All All All

Application Nodejs Node.js 4.3.0 All All All

Application Nodejs Node.js 4.3.1 All All All

Application Nodejs Node.js 4.3.2 All All All

Application Nodejs Node.js 4.4.0 All All All

Application Nodejs Node.js 4.4.1 All All All

Application Nodejs Node.js 4.4.2 All All All

Application Nodejs Node.js 4.4.3 All All All

Application Nodejs Node.js 4.4.4 All All All

Application Nodejs Node.js 4.4.5 All All All

Application Nodejs Node.js 4.4.6 All All All

Application Nodejs Node.js 4.4.7 All All All

Application Nodejs Node.js 4.5.0 All All All
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Application Nodejs Node.js 4.6.0 All All All

Application Nodejs Node.js 4.6.1 All All All

Application Nodejs Node.js 4.6.2 All All All

Application Nodejs Node.js 4.7.0 All All All

Application Nodejs Node.js 4.7.1 All All All

Application Nodejs Node.js 4.7.2 All All All

Application Nodejs Node.js 4.7.3 All All All

Application Nodejs Node.js 4.8.0 All All All

Application Nodejs Node.js 4.8.1 All All All

Application Nodejs Node.js 4.8.2 All All All

Application Nodejs Node.js 4.8.3 All All All

Application Nodejs Node.js 5.0.0 All All All

Application Nodejs Node.js 5.1.0 All All All

Application Nodejs Node.js 5.1.1 All All All

Application Nodejs Node.js 5.10.0 All All All

Application Nodejs Node.js 5.10.1 All All All

Application Nodejs Node.js 5.11.0 All All All

Application Nodejs Node.js 5.11.1 All All All

Application Nodejs Node.js 5.12.0 All All All

Application Nodejs Node.js 5.2.0 All All All

Application Nodejs Node.js 5.3.0 All All All

Application Nodejs Node.js 5.4.0 All All All

Application Nodejs Node.js 5.4.1 All All All

Application Nodejs Node.js 5.5.0 All All All

Application Nodejs Node.js 5.6.0 All All All

Application Nodejs Node.js 5.7.0 All All All

Application Nodejs Node.js 5.7.1 All All All

Application Nodejs Node.js 5.8.0 All All All

Application Nodejs Node.js 5.9.0 All All All

Application Nodejs Node.js 5.9.1 All All All

Application Nodejs Node.js 6.0.0 All All All

Application Nodejs Node.js 6.1.0 All All All

Application Nodejs Node.js 6.10.0 All All All

Application Nodejs Node.js 6.10.1 All All All

Application Nodejs Node.js 6.10.2 All All All
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Application Nodejs Node.js 6.10.3 All All All

Application Nodejs Node.js 6.11.0 All All All

Application Nodejs Node.js 6.11.1 All All All

Application Nodejs Node.js 6.2.0 All All All

Application Nodejs Node.js 6.2.1 All All All

Application Nodejs Node.js 6.2.2 All All All

Application Nodejs Node.js 6.3.0 All All All

Application Nodejs Node.js 6.3.1 All All All

Application Nodejs Node.js 6.4.0 All All All

Application Nodejs Node.js 6.5.0 All All All

Application Nodejs Node.js 6.6.0 All All All

Application Nodejs Node.js 6.7.0 All All All

Application Nodejs Node.js 6.8.0 All All All

Application Nodejs Node.js 6.8.1 All All All

Application Nodejs Node.js 6.9.0 All All All

Application Nodejs Node.js 6.9.1 All All All

Application Nodejs Node.js 6.9.2 All All All

Application Nodejs Node.js 6.9.3 All All All

Application Nodejs Node.js 6.9.4 All All All

Application Nodejs Node.js 6.9.5 All All All

Application Nodejs Node.js 7.0.0 All All All

Application Nodejs Node.js 7.1.0 All All All

Application Nodejs Node.js 7.10.0 All All All

Application Nodejs Node.js 7.10.1 All All All

Application Nodejs Node.js 7.2.0 All All All

Application Nodejs Node.js 7.2.1 All All All

Application Nodejs Node.js 7.3.0 All All All

Application Nodejs Node.js 7.4.0 All All All

Application Nodejs Node.js 7.5.0 All All All

Application Nodejs Node.js 7.6.0 All All All

Application Nodejs Node.js 7.7.0 All All All

Application Nodejs Node.js 7.7.1 All All All

Application Nodejs Node.js 7.7.2 All All All

Application Nodejs Node.js 7.7.3 All All All

Application Nodejs Node.js 7.7.4 All All All

Application Nodejs Node.js 7.8.0 All All All
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Application Nodejs Node.js 7.8.0 All All All

Application Nodejs Node.js 7.9.0 All All All

Application Nodejs Node.js 8.0.0 All All All

Application Nodejs Node.js 8.1.0 All All All

Application Nodejs Node.js 8.1.1 All All All

Application Nodejs Node.js 8.1.2 All All All

Application Nodejs Node.js 8.1.3 All All All
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