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Summary

CVE CVE-2017-11508

State PUBLIC

Assigner vulnreport@tenable.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-02 17:29:00 UTC

Updated 2017-11-22 15:05:00 UTC

Description SecurityCenter versions 5.5.0, 5.5.1 and 5.5.2 contain a SQL Injection vulnerability that could be exploited by an authenticated user with sufficient privileges to run diagnostic scans. An attacker could exploit this vulnerability by entering a crafted SQL query into the password field of a diagnostic scan within SecurityCenter. Successful exploitation of this vulnerability could allow an attacker to gain unauthorized access.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tenable Securitycenter 5.5.0 All All All

Application Tenable Securitycenter 5.5.1 All All All

Application Tenable Securitycenter 5.5.2 All All All

Application Tenable Securitycenter 5.5.0 All All All

Application Tenable Securitycenter 5.5.1 All All All

Application Tenable Securitycenter 5.5.2 All All All

References

Reference

Tenable SecurityCenter Input Validation Flaw in Diagnostic Scan Password Field Lets Remote Authenticated Users Inject SQL Commands - SecurityTracker

[R1] SecurityCenter 5.6.0 Fixes One Vulnerability - Security Advisory | Tenable™

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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