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CVE Program / NVD first with legacy fallback
2017-07-24 07:29:00 UTC

2023-06-26 16:55:00 UTC

Risk And Classification

net/xfrm/xfrm_policy.c in the Linux kernel through 4.12.3, when CONFIG_XFRM_MIGRATE is enabled, does not ensure th:

1|

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System

Operating System

Vendor Product Version Update Edition Language
Linux Linux Kernel All All All All
Linux Linux Kernel All All All All

References

Reference Source
Red Hat Customer Portal REDHAT
Bugtraq: [CVE request]linux kernel xfrm migrate out-of-bound access MISC

Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
[security-announce] SUSE-SU-2018:0011-1: important: Security update for SUSE
Debian -- Security Information -- DSA-3981-1 linux DEBIAN
Red Hat Customer Portal REDHAT
Pixel&hairsp;/&hairsp;Nexus Security Bulletin—November 2017 | Android Open Source Project CONFIRM
Linux Kernel 'net/xfrm/xfrm_policy.c' Local Denial of Service Vulnerability BID

CVE Program record CVE.ORG
NVD vulnerability detail NVD

n |

Link Tac
access.redhat.com
seclists.org Mai
access.redhat.com
access.redhat.com
lists.opensuse.org
www.debian.org
access.redhat.com
source.android.com
www.securityfocus.com
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https://cve.report/
https://cve.report/CVE-2017-11600/mitre
https://cve.report/CVE-2017-11600/nist
https://cve.report/CVE-2017-11600/cve_org
https://cve.report/api/cve/CVE-2017-11600.json
https://cve.report/CVE-2017-11600.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://access.redhat.com/errata/RHSA-2019:1190
http://seclists.org/bugtraq/2017/Jul/30
https://access.redhat.com/errata/RHSA-2018:2003
https://access.redhat.com/errata/RHSA-2019:1170
http://lists.opensuse.org/opensuse-security-announce/2018-01/msg00007.html
http://www.debian.org/security/2017/dsa-3981
https://access.redhat.com/errata/RHSA-2018:1965
https://source.android.com/security/bulletin/pixel/2017-11-01
http://www.securityfocus.com/bid/99928
https://www.cve.org/CVERecord?id=CVE-2017-11600
https://nvd.nist.gov/vuln/detail/CVE-2017-11600

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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