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CVE CVE-2017-11613
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2017-07-26 08:29:00 UTC
Updated 2018-12-01 11:29:00 UTC
Description In LibTIFF 4.0.8, there is a denial of service vulnerability in the TIFFOpen function. A crafted input will lead to a denial of se

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Libtiff Libtiff 4.0.8
Application Libtiff Libtiff 4.0.8

Update Edition Language
All All All
All All All

References

Reference Source
[SECURITY] [DLA 1411-1] tiff security update MLIST
[SECURITY] [DLA 1391-1] tiff security update MLIST
Debian -- Security Information -- DSA-4349-1 tiff DEBIAN
Malformed Request BID

poc - GitHub MISC

USN-3606-1: LibTIFF vulnerabilities | Ubuntu security notices UBUNTU

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Link

lists.debian.org
lists.debian.org
www.debian.org
www.securityfocus.com
gist.github.com
usn.ubuntu.com
www.cve.org

nvd.nist.gov

Tags

Third Party Advisory, VDB Entry

Third Party Advisory

canonical

canonical, analysis



https://cve.report/
https://cve.report/CVE-2017-11613/mitre
https://cve.report/CVE-2017-11613/nist
https://cve.report/CVE-2017-11613/cve_org
https://cve.report/CVE-2017-11613.pdf
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
https://lists.debian.org/debian-lts-announce/2018/07/msg00002.html
https://lists.debian.org/debian-lts-announce/2018/05/msg00022.html
https://www.debian.org/security/2018/dsa-4349
http://www.securityfocus.com/bid/99977
https://gist.github.com/dazhouzhou/1a3b7400547f23fe316db303ab9b604f
https://usn.ubuntu.com/3606-1/
https://www.cve.org/CVERecord?id=CVE-2017-11613
https://nvd.nist.gov/vuln/detail/CVE-2017-11613

500701 Alpine Linux Security Update for tiff

504470 Alpine Linux Security Update for tiff
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