
CVE-2017-11628
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2017-11628

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-25 23:29:00 UTC

Updated 2023-11-07 02:38:00 UTC

Description In PHP before 5.6.31, 7.x before 7.0.21, and 7.1.x before 7.1.7, a stack-based buffer overflow in the zend_ini_do_op() function in Zend/zend_ini_parser.c could cause a denial of service or potentially allow executing code. NOTE: this is only relevant for PHP applications that accept untrusted input (instead of the system's php.ini file) for the parse_ini_string or parse_ini_file function, e.g., a web application for syntax validation of php.ini directives.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 7.0.0 All All All

Application Php Php 7.0.1 All All All

Application Php Php 7.0.10 All All All

Application Php Php 7.0.11 All All All

Application Php Php 7.0.12 All All All

Application Php Php 7.0.13 All All All

Application Php Php 7.0.14 All All All

Application Php Php 7.0.15 All All All

Application Php Php 7.0.16 All All All

Application Php Php 7.0.17 All All All

Application Php Php 7.0.18 All All All

Application Php Php 7.0.19 All All All

Application Php Php 7.0.2 All All All

Application Php Php 7.0.20 All All All

Application Php Php 7.0.3 All All All

Application Php Php 7.0.4 All All All

Application Php Php 7.0.5 All All All
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Application Php Php 7.0.5 All All All

Application Php Php 7.0.6 All All All

Application Php Php 7.0.7 All All All

Application Php Php 7.0.8 All All All

Application Php Php 7.0.9 All All All

Application Php Php 7.1.0 All All All

Application Php Php 7.1.1 All All All

Application Php Php 7.1.2 All All All

Application Php Php 7.1.3 All All All

Application Php Php 7.1.4 All All All

Application Php Php 7.1.5 All All All

Application Php Php 7.1.6 All All All

Application Php Php 7.0.0 All All All

Application Php Php 7.0.1 All All All

Application Php Php 7.0.10 All All All

Application Php Php 7.0.11 All All All

Application Php Php 7.0.12 All All All

Application Php Php 7.0.13 All All All

Application Php Php 7.0.14 All All All

Application Php Php 7.0.15 All All All

Application Php Php 7.0.16 All All All

Application Php Php 7.0.17 All All All

Application Php Php 7.0.18 All All All

Application Php Php 7.0.19 All All All

Application Php Php 7.0.2 All All All

Application Php Php 7.0.20 All All All

Application Php Php 7.0.3 All All All

Application Php Php 7.0.4 All All All

Application Php Php 7.0.5 All All All

Application Php Php 7.0.6 All All All

Application Php Php 7.0.7 All All All

Application Php Php 7.0.8 All All All

Application Php Php 7.0.9 All All All

Application Php Php 7.1.0 All All All

Application Php Php 7.1.1 All All All

Application Php Php 7.1.2 All All All
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Application Php Php 7.1.3 All All All

Application Php Php 7.1.4 All All All

Application Php Php 7.1.5 All All All

Application Php Php 7.1.6 All All All

Application Php Php All All All All

References

Reference Source Link Tags

208.43.231.11 Git - php-src.git/commit git.php.net

Debian -- Security Information -- DSA-4080-1 php7.0 DEBIAN www.debian.org

208.43.231.11 Git - php-src.git/commit git.php.net

PHP :: Bug #74603 :: PHP INI Parsing Stack Buffer Overflow Vulnerability MISC bugs.php.net Issue Tracking, Third Party Advisory

PHP: Multiple vulnerabilities (GLSA 201709-21) — Gentoo security GENTOO security.gentoo.org

208.43.231.11 Git - php-src.git/commit MISC git.php.net Patch, Vendor Advisory

208.43.231.11 Git - php-src.git/commit MISC git.php.net Patch, Vendor Advisory

Red Hat Customer Portal REDHAT access.redhat.com

Debian -- Security Information -- DSA-4081-1 php5 DEBIAN www.debian.org

PHP 'zend_ini_do_op()' Function Stack Buffer Overflow Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

September 2017 PHP Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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710414 Gentoo Linux Hypertext Preprocessor (PHP) Multiple Vulnerabilities (GLSA 201709-21)
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