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CVE CVE-2017-11695
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-27 19:29:00 UTC
Updated 2020-03-16 23:15:00 UTC
Description Heap-based buffer overflow in the alloc_segs function in lib/dbm/src/hash.c in Mozilla Network Security Services (NSS) allo
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Network Security Services - All All All

Application Mozilla Network Security Services - All All All

Reference Source
Mozilla Network Security Service: Multiple vulnerabilities (GLSA 202003-37) — Gentoo security GENTOC
Mozilla NSS Multiple Heap Buffer Overflow and Denial of Service Vulnerabilities BID
Network Security Services (NSS) 'certutil' File Processing Flaw Lets Local Users Gain Elevated Privileges - Security Tracker SECTRA
Multiple unpatched flaws exist in NSS | Adventures in Fljlgzjug MISC
NSS Buffer Overflows / Floating Point Exception = Pack(;t Storm MISC

Full Disclosure: Multiple unpatched flaws exist in NSS (CVE-2017-11695, CVE-2017-11696, CVE-2017-11697, CVE-2017-11698)  FULLDIS
CVE Program record CVE.OR!

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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