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CVE Program / NVD first with legacy fallback
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psi/ztoken.c in Artifex Ghostscript 9.21 mishandles references to the scanner state structure, which allows remote attackers

Risk And Classification
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Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Operating System

Operating System

Vendor

Artifex

Artifex

Debian

Debian

Debian

Debian

Product
Ghostscript
Ghostscript
Debian Linux
Debian Linux
Debian Linux

Debian Linux

Version

9.21

9.21

Update
All
All
All
All
All

All

Edition

All

All

All

All

All

All

Language
All
All
All
All
All

All

References

Reference

git.ghostscript.com Git - ghostpdl.git/commit

git.ghostscript.com Git - ghostpdl.git/commit

CVE Program record

NVD vulnerability detail

Debian -- Security Information -- DSA-3986-1 ghostscript

GPL Ghostscript: Multiple vulnerabilities (GLSA 201811-12) — Gentoo security

698158 — Ghostscript - Out of bounds read in igc_reloc_struct_ptr()

Ghostscript Double Free Memory Error in tokenexec_continue() Lets Remote Users Cause the Target Application to Crash - SecurityTracker
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

671112 EulerOS Security Update for ghostscript (EulerOS-SA-2019-2370)

710304 Gentoo Linux GPL Ghostscript Multiple Vulnerabilities (GLSA 201811-12)
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