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Summary

CVE CVE-2017-11738

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-23 16:29:00 UTC

Updated 2020-07-27 17:15:00 UTC

Description In Zoho ManageEngine Application Manager prior to 14.6 Build 14660, the 'haid' parameter of the '/auditLogAction.do' module is vulnerable to a Time-based Blind SQL Injection attack.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Applications Manager 13.1 13100 All All

Application Zohocorp Manageengine Applications Manager 13.1 13100 All All

References

Reference Source Link Tags

ManageEngine - IT Operations and Service Management Software MISC manageengine.com Vendor Advisory

www.trustwave.com/en-us/resources/security-resources/security-advisories MISC www.trustwave.com Exploit, Third Party Advisory

qeip.com - Brokerage Services MISC application.com Not Applicable

Zoho ManageEngine Applications Manager '/auditLogAction.do' Module SQL Injection Vulnerability BID www.securityfocus.com

Security Updates - CVE Details - CVE-2017-11738 | ManageEngine Applications Manager CONFIRM www.manageengine.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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