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The writeRandomBytes_RtlGenRandom function in xmlparse.c in libexpat in Expat 2.2.1 and 2.2.2 on Windows allows loca

| 1|

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Libexpat Project Libexpat 2.2.1 All All All

Application Libexpat Project Libexpat 222 All All All

Application Libexpat Project Libexpat 2.2.1 All All All

Application Libexpat Project Libexpat 222 All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

References |

Reference Source Link

[2.2.{1,2}] Windows LoadLibrary DLL hijacking vulnerability (CVE-2017-11742) - Issue #82 - libexpat/libexpat - GitHub ~ CONFIRM  github.cc

Libexpat Expat CVE-2017-11742 DLL Loading Remote Code Execution Vulnerability BID WWW.Se(
CVE Program record CVE.ORG www.cve
NVD vulnerability detail NVD nvd.nist.

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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