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essaomvaacpruumsucunan  Gertain versions of Rational Collaborative LifGCYC'G Management from
Iom contain the following vulnerability:

An undisclosed vulnerability in CLM applications (including IBM
Rational Collaborative Lifecycle Management 4.0, 5.0, and 6.0) with
potential for failure to restrict URL Access. IBM X-Force ID: 123661.

PR

CVE-2017-1191 has been assigned by (T} psirt@us.ibm.com to track the vulnerability - currently rated as severity.

CVSS3 Score: [#ISEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [4SMEDIUNM)
Access Access Authentication
Vector Complexity
Low
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

Security Bulletin: Multiple vulnerabilities in IBM Jazz o8> CONFIRM www.ibm.com/support/docview.wss?
Team Server affect IBM Rational products based on uid=swg22011815

IBM Jazz technology | www.ibm.com |



https://cve.report/
https://cve.report/CVE-2017-1191/mitre
https://cve.report/CVE-2017-1191/nist
https://cve.report/CVE-2017-1191/cve_org
https://cve.report/CVE-2017-1191.pdf
http://cve.report/software/ibm/rational_collaborative_lifecycle_management
http://cve.report/vendor/ibm
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.ibm.com/support/docview.wss?uid=swg22011815

IBM X-Force Exchange

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

Issue Tracking
VDB Entry
Vendor Advisory

exchange.xforce.ibmcloud.com

text/html

€ MISC
exchange.xforce.ibmcloud.com/vulnerabilities/123661

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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