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/

CVE-2017-11940

PUBLIC

secure@microsoft.com

CVE Program / NVD first with legacy fallback

2017-12-08 14:29:00 UTC

2018-10-30 16:27:00 UTC

The Microsoft Malware Protection Engine running on Microsoft Forefront and Microsoft Defender on Windows 7 SP1, Windi

Risk And Classification
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Problem Types: CWE-119
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Operating System Microsoft Windows 7 - spl All All
Operating System Microsoft Windows 7 - sp1 All All
Operating System Microsoft Windows 8.1 - All All All
Operating System Microsoft Windows 8.1 - All All All
Application Microsoft Windows Defender - All All All
Application Microsoft Windows Defender - All All All
Operating System Microsoft Windows Rt 8.1 - All All All
Operating System Microsoft Windows Rt 8.1 - All All All
Operating System Microsoft Windows Server 2016 - All All All
Operating System Microsoft Windows Server 2016 1709 All All All
Operating System Microsoft Windows Server 2016 - All All All
Operating System Microsoft Windows Server 2016 1709 All All All
Reference

Microsoft Malware Protection Engine CVE-2017-11940 Remote Code Execution Vulnerability
portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-11940

Microsoft Malware Protection Engine File Processing Memory Corruption Flaws Let Remote Users Execute Arbitrary Code - Security Tracker
CVE Program record

NVD vulnerability detail

4]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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