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Summary

CVE CVE-2017-12062

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-01 15:29:00 UTC

Updated 2025-04-20 01:37:25 UTC

Description An XSS issue was discovered in manage_user_page.php in MantisBT 2.x before 2.5.2. The 'filter' field is not sanitized before being rendered in the Manage User page, allowing remote attackers to execute arbitrary JavaScript code if CSP is disabled.

Risk And Classification

Primary CVSS: v3.0 6.1 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Problem Types: CWE-79 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 6.1 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

2.0 nvd@nist.gov Primary 4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Changed

Confidentiality

Low

Integrity

Low

Availability

https://cve.report/
https://cve.report/CVE-2017-12062/mitre
https://cve.report/CVE-2017-12062/nist
https://cve.report/CVE-2017-12062/cve_org
https://cve.report/api/cve/CVE-2017-12062.json
https://cve.report/CVE-2017-12062.pdf


CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:N/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mantisbt Mantisbt 2.1.0 All All All

Application Mantisbt Mantisbt 2.1.1 All All All

Application Mantisbt Mantisbt 2.1.2 All All All

Application Mantisbt Mantisbt 2.1.3 All All All

Application Mantisbt Mantisbt 2.2.0 All All All

Application Mantisbt Mantisbt 2.2.1 All All All

Application Mantisbt Mantisbt 2.2.2 All All All

Application Mantisbt Mantisbt 2.2.3 All All All

Application Mantisbt Mantisbt 2.2.4 All All All

Application Mantisbt Mantisbt 2.3.0 All All All

Application Mantisbt Mantisbt 2.3.1 All All All

Application Mantisbt Mantisbt 2.3.2 All All All

Application Mantisbt Mantisbt 2.3.3 All All All

Application Mantisbt Mantisbt 2.4.0 All All All

Application Mantisbt Mantisbt 2.4.1 All All All

Application Mantisbt Mantisbt 2.4.2 All All All

Application Mantisbt Mantisbt 2.5.0 All All All

None

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

None

Integrity

Partial

Availability

None
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Application Mantisbt Mantisbt 2.5.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

oss-security - Advisory: XSS issues in MantisBT (CVE-2017-12061, CVE-2017-12062)

0023166: CVE-2017-12062: XSS in manage_user_page.php - MantisBT

MantisBT Input Validation Flaws in '/admin/install.php' and 'manage_user_page.php' Let Remote Users Conduct Cross-Site Scripting Attacks - SecurityTracker

oss-security - Re: Advisory: XSS issues in MantisBT (CVE-2017-12061, CVE-2017-12062)

Fix XSS in manage_user_page.php (CVE-2017-12062) · mantisbt/mantisbt@9b5b71d · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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