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Summary

CVE CVE-2017-12133

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-07 13:29:00 UTC

Updated 2023-11-07 02:38:00 UTC

Description Use-after-free vulnerability in the clntudp_call function in sunrpc/clnt_udp.c in the GNU C Library (aka glibc or libc6) before 2.26 allows remote attackers to have unspecified impact via vectors related to error path.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Glibc All All All All

References

Reference Source Link Tags

21115 – (CVE-2017-12133) sunrpc: Use-after-free in error path in clntudp_call (CVE-2017-12133) CONFIRM sourceware.org Issue Tracking, Third Party Advisory

[SECURITY] Fedora 25 Update: glibc-2.24-10.fc25 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

GNU glibc CVE-2017-12133 Use After Free Information Disclosure Vulnerability BID www.securityfocus.com

sourceware.org Git - glibc.git/commit CONFIRM sourceware.org Mailing List, Third Party Advisory

USN-4416-1: GNU C Library vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

sourceware.org Git - glibc.git/commit sourceware.org

[SECURITY] Fedora 25 Update: glibc-2.24-10.fc25 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2017-12133/mitre
https://cve.report/CVE-2017-12133/nist
https://cve.report/CVE-2017-12133/cve_org
https://cve.report/CVE-2017-12133.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/glibc
https://sourceware.org/bugzilla/show_bug.cgi?id=21115
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SYZL6PAKI73XYRJYL5VLDGA4FFGWMB7A/
https://www.securityfocus.com/bid/100679
https://sourceware.org/git/gitweb.cgi?p=glibc.git;h=d42eed4a044e5e10dfb885cf9891c2518a72a491
https://usn.ubuntu.com/4416-1/
https://sourceware.org/git/gitweb.cgi?p=glibc.git%253Bh=d42eed4a044e5e10dfb885cf9891c2518a72a491
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SYZL6PAKI73XYRJYL5VLDGA4FFGWMB7A/
https://www.cve.org/CVERecord?id=CVE-2017-12133
https://nvd.nist.gov/vuln/detail/CVE-2017-12133
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CVE.report and Source URL Uptime Status status.cve.report

670286 EulerOS Security Update for glibc (EulerOS-SA-2021-1790)

670842 EulerOS Security Update for glibc (EulerOS-SA-2021-1790)

671075 EulerOS Security Update for glibc (EulerOS-SA-2019-2476)

671092 EulerOS Security Update for glibc (EulerOS-SA-2019-2155)
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