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Summary

CVE CVE-2017-12136

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-24 14:29:00 UTC

Updated 2019-05-06 12:46:00 UTC

Description Race condition in the grant table code in Xen 4.6.x through 4.9.x allows local guest OS administrators to cause a denial of service (free list corruption and host crash) or gain privileges on the host via vectors involving maptrack free list handling.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Citrix Xenserver 6.0.2 All All All

Application Citrix Xenserver 6.2.0 All All All

Application Citrix Xenserver 6.5 All All All

Application Citrix Xenserver 7.0 All All All

Application Citrix Xenserver 7.1 All All All

Application Citrix Xenserver 7.2 All All All

Application Citrix Xenserver 6.0.2 All All All

Application Citrix Xenserver 6.2.0 All All All

Application Citrix Xenserver 6.5 All All All

Application Citrix Xenserver 7.0 All All All

Application Citrix Xenserver 7.1 All All All

Application Citrix Xenserver 7.2 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Xen Xen 4.6.0 All All All
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Operating System Xen Xen 4.6.0 All All All

Operating System Xen Xen 4.6.1 All All All

Operating System Xen Xen 4.6.3 All All All

Operating System Xen Xen 4.6.4 All All All

Operating System Xen Xen 4.6.5 All All All

Operating System Xen Xen 4.6.6 All All All

Operating System Xen Xen 4.7.0 All All All

Operating System Xen Xen 4.7.1 All All All

Operating System Xen Xen 4.7.2 All All All

Operating System Xen Xen 4.7.3 All All All

Operating System Xen Xen 4.8.0 All All All

Operating System Xen Xen 4.8.1 All All All

Operating System Xen Xen 4.9.0 All All All

Operating System Xen Xen 4.6.0 All All All

Operating System Xen Xen 4.6.1 All All All

Operating System Xen Xen 4.6.3 All All All

Operating System Xen Xen 4.6.4 All All All

Operating System Xen Xen 4.6.5 All All All

Operating System Xen Xen 4.6.6 All All All

Operating System Xen Xen 4.7.0 All All All

Operating System Xen Xen 4.7.1 All All All

Operating System Xen Xen 4.7.2 All All All

Operating System Xen Xen 4.7.3 All All All

Operating System Xen Xen 4.8.0 All All All

Operating System Xen Xen 4.8.1 All All All

Operating System Xen Xen 4.9.0 All All All
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oss-security - Xen Security Advisory 228 (CVE-2017-12136) - grant_table: Race conditions with maptrack free list handling

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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