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Description arch/x86/mm.c in Xen allows local PV guest OS users to gain host OS privileges via vectors related to map_grant_ref.

Risk And Classification

Problem Types: CWE-120
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References

Reference

1477657 — (CVE-2017-12137, xsa227) CVE-2017-12137 xsa227 xen: x86: PV privilege escalation via map_grant_ref (XSA-227)

Xen: Multiple vulnerabilities (GLSA 201801-14) — Gentoo security

XSA-227 - Xen Security Advisories

Xen CVE-2017-12137 Privilege Escalation Vulnerability

oss-security - Xen Security Advisory 227 (CVE-2017-12137) - x86: PV privilege escalation via map_grant_ref

Citrix XenServer Multiple Security Updates

Debian -- Security Information -- DSA-3969-1 xen

Xen Grant Reference Mapping Bug Lets Local Users on a PV Guest System Gain Elevated Privileges on the Host System - Security Tracker
CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500817 Alpine Linux Security Update for xen
504560 Alpine Linux Security Update for xen

710266 Gentoo Linux Xen Multiple Vulnerabilities (GLSA 201801-14)
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