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Summary

CVE CVE-2017-12155

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-12 20:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description A resource-permission flaw was found in the openstack-tripleo-heat-templates package where ceph.client.openstack.keyring is created as world-readable. A local attacker with access to the key could read or modify data on Ceph cluster pools for OpenStack as though the attacker were the OpenStack service, thus potentially reading or modifying data in an OpenStack Block Storage volume.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ceph Ceph - All All All

Application Ceph Ceph - All All All

References

Reference

1489360 – (CVE-2017-12155) CVE-2017-12155 openstack-tripleo-heat-templates: Ceph client keyring is world-readable when deployed by director

Red Hat Customer Portal

Bug #1720787 “TripleO deploys ceph client keyring with 644 permi...” : Bugs : tripleo

Red Hat Customer Portal

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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