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Summary

CVE CVE-2017-12164

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-26 16:29:00 UTC

Updated 2019-10-09 23:22:00 UTC

Description A flaw was discovered in gdm 3.24.1 where gdm greeter was no longer setting the ran_once boolean during autologin. If autologin was enabled for a victim, an attacker could simply select 'login as another user' to unlock their screen.

Risk And Classification

Problem Types: CWE-665

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Gnome Display Manager 3.24.1 All All All

Application Gnome Gnome Display Manager 3.24.1 All All All

References

Reference Source Link

manager: if falling back to X11 retry autologin (ff98b281) · Commits · GNOME / gdm · GitLab CONFIRM gitlab.gnome.org

1490417 – (CVE-2017-12164) CVE-2017-12164 gdm: lock screen can be circumvented when autologin is set CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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