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Summary

CVE CVE-2017-12172

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-22 19:29:00 UTC

Updated 2019-10-09 23:22:00 UTC

Description PostgreSQL 10.x before 10.1, 9.6.x before 9.6.6, 9.5.x before 9.5.10, 9.4.x before 9.4.15, 9.3.x before 9.3.20, and 9.2.x before 9.2.24 runs under a non-root operating system account, and database superusers have effective ability to run arbitrary code under that system account. PostgreSQL provides a script for starting the database server during system boot. Packages of PostgreSQL for many operating systems provide their own, packager-authored startup implementations. Several implementations use a log file name that the database superuser can replace with a symbolic link. As root, they open(), chmod() and/or chown() this log file name. This often suffices for the database superuser to escalate to root privileges when root starts the server.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postgresql Postgresql 10 All All All

Application Postgresql Postgresql 9.2 All All All

Application Postgresql Postgresql 9.2.1 All All All

Application Postgresql Postgresql 9.2.10 All All All

Application Postgresql Postgresql 9.2.11 All All All

Application Postgresql Postgresql 9.2.12 All All All

Application Postgresql Postgresql 9.2.13 All All All

Application Postgresql Postgresql 9.2.14 All All All

Application Postgresql Postgresql 9.2.15 All All All

Application Postgresql Postgresql 9.2.16 All All All

Application Postgresql Postgresql 9.2.17 All All All

Application Postgresql Postgresql 9.2.18 All All All

Application Postgresql Postgresql 9.2.19 All All All

Application Postgresql Postgresql 9.2.2 All All All

Application Postgresql Postgresql 9.2.20 All All All

Application Postgresql Postgresql 9.2.21 All All All

Application Postgresql Postgresql 9.2.22 All All All
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Application Postgresql Postgresql 9.2.22 All All All

Application Postgresql Postgresql 9.2.23 All All All

Application Postgresql Postgresql 9.2.3 All All All

Application Postgresql Postgresql 9.2.4 All All All

Application Postgresql Postgresql 9.2.5 All All All

Application Postgresql Postgresql 9.2.6 All All All

Application Postgresql Postgresql 9.2.7 All All All

Application Postgresql Postgresql 9.2.8 All All All

Application Postgresql Postgresql 9.2.9 All All All

Application Postgresql Postgresql 9.3 All All All

Application Postgresql Postgresql 9.3.1 All All All

Application Postgresql Postgresql 9.3.10 All All All

Application Postgresql Postgresql 9.3.11 All All All

Application Postgresql Postgresql 9.3.12 All All All

Application Postgresql Postgresql 9.3.13 All All All

Application Postgresql Postgresql 9.3.14 All All All

Application Postgresql Postgresql 9.3.15 All All All

Application Postgresql Postgresql 9.3.16 All All All

Application Postgresql Postgresql 9.3.17 All All All

Application Postgresql Postgresql 9.3.18 All All All

Application Postgresql Postgresql 9.3.19 All All All

Application Postgresql Postgresql 9.3.2 All All All

Application Postgresql Postgresql 9.3.3 All All All

Application Postgresql Postgresql 9.3.4 All All All

Application Postgresql Postgresql 9.3.5 All All All

Application Postgresql Postgresql 9.3.6 All All All

Application Postgresql Postgresql 9.3.7 All All All

Application Postgresql Postgresql 9.3.8 All All All

Application Postgresql Postgresql 9.3.9 All All All

Application Postgresql Postgresql 9.4 All All All

Application Postgresql Postgresql 9.4.1 All All All

Application Postgresql Postgresql 9.4.10 All All All

Application Postgresql Postgresql 9.4.11 All All All

Application Postgresql Postgresql 9.4.12 All All All

Application Postgresql Postgresql 9.4.13 All All All

Application Postgresql Postgresql 9.4.14 All All All
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Application Postgresql Postgresql 9.4.2 All All All

Application Postgresql Postgresql 9.4.3 All All All

Application Postgresql Postgresql 9.4.4 All All All

Application Postgresql Postgresql 9.4.5 All All All

Application Postgresql Postgresql 9.4.6 All All All

Application Postgresql Postgresql 9.4.7 All All All

Application Postgresql Postgresql 9.4.8 All All All

Application Postgresql Postgresql 9.4.9 All All All

Application Postgresql Postgresql 9.5 All All All

Application Postgresql Postgresql 9.5.1 All All All

Application Postgresql Postgresql 9.5.2 All All All

Application Postgresql Postgresql 9.5.3 All All All

Application Postgresql Postgresql 9.5.4 All All All

Application Postgresql Postgresql 9.5.5 All All All

Application Postgresql Postgresql 9.5.6 All All All

Application Postgresql Postgresql 9.5.7 All All All

Application Postgresql Postgresql 9.5.8 All All All

Application Postgresql Postgresql 9.5.9 All All All

Application Postgresql Postgresql 9.6 All All All

Application Postgresql Postgresql 9.6.1 All All All

Application Postgresql Postgresql 9.6.2 All All All

Application Postgresql Postgresql 9.6.3 All All All

Application Postgresql Postgresql 9.6.4 All All All

Application Postgresql Postgresql 9.6.5 All All All

Application Postgresql Postgresql 10 All All All

Application Postgresql Postgresql 9.2 All All All

Application Postgresql Postgresql 9.2.1 All All All

Application Postgresql Postgresql 9.2.10 All All All

Application Postgresql Postgresql 9.2.11 All All All

Application Postgresql Postgresql 9.2.12 All All All

Application Postgresql Postgresql 9.2.13 All All All

Application Postgresql Postgresql 9.2.14 All All All

Application Postgresql Postgresql 9.2.15 All All All

Application Postgresql Postgresql 9.2.16 All All All

Application Postgresql Postgresql 9.2.17 All All All

Application Postgresql Postgresql 9.2.18 All All All
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Application Postgresql Postgresql 9.2.18 All All All

Application Postgresql Postgresql 9.2.19 All All All

Application Postgresql Postgresql 9.2.2 All All All

Application Postgresql Postgresql 9.2.20 All All All

Application Postgresql Postgresql 9.2.21 All All All

Application Postgresql Postgresql 9.2.22 All All All

Application Postgresql Postgresql 9.2.23 All All All

Application Postgresql Postgresql 9.2.3 All All All

Application Postgresql Postgresql 9.2.4 All All All

Application Postgresql Postgresql 9.2.5 All All All

Application Postgresql Postgresql 9.2.6 All All All

Application Postgresql Postgresql 9.2.7 All All All

Application Postgresql Postgresql 9.2.8 All All All

Application Postgresql Postgresql 9.2.9 All All All

Application Postgresql Postgresql 9.3 All All All

Application Postgresql Postgresql 9.3.1 All All All

Application Postgresql Postgresql 9.3.10 All All All

Application Postgresql Postgresql 9.3.11 All All All

Application Postgresql Postgresql 9.3.12 All All All

Application Postgresql Postgresql 9.3.13 All All All

Application Postgresql Postgresql 9.3.14 All All All

Application Postgresql Postgresql 9.3.15 All All All

Application Postgresql Postgresql 9.3.16 All All All

Application Postgresql Postgresql 9.3.17 All All All

Application Postgresql Postgresql 9.3.18 All All All

Application Postgresql Postgresql 9.3.19 All All All

Application Postgresql Postgresql 9.3.2 All All All

Application Postgresql Postgresql 9.3.3 All All All

Application Postgresql Postgresql 9.3.4 All All All

Application Postgresql Postgresql 9.3.5 All All All

Application Postgresql Postgresql 9.3.6 All All All

Application Postgresql Postgresql 9.3.7 All All All

Application Postgresql Postgresql 9.3.8 All All All

Application Postgresql Postgresql 9.3.9 All All All

Application Postgresql Postgresql 9.4 All All All

Application Postgresql Postgresql 9.4.1 All All All
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Application Postgresql Postgresql 9.4.10 All All All

Application Postgresql Postgresql 9.4.11 All All All

Application Postgresql Postgresql 9.4.12 All All All

Application Postgresql Postgresql 9.4.13 All All All

Application Postgresql Postgresql 9.4.14 All All All

Application Postgresql Postgresql 9.4.2 All All All

Application Postgresql Postgresql 9.4.3 All All All

Application Postgresql Postgresql 9.4.4 All All All

Application Postgresql Postgresql 9.4.5 All All All

Application Postgresql Postgresql 9.4.6 All All All

Application Postgresql Postgresql 9.4.7 All All All

Application Postgresql Postgresql 9.4.8 All All All

Application Postgresql Postgresql 9.4.9 All All All

Application Postgresql Postgresql 9.5 All All All

Application Postgresql Postgresql 9.5.1 All All All

Application Postgresql Postgresql 9.5.2 All All All

Application Postgresql Postgresql 9.5.3 All All All

Application Postgresql Postgresql 9.5.4 All All All

Application Postgresql Postgresql 9.5.5 All All All

Application Postgresql Postgresql 9.5.6 All All All

Application Postgresql Postgresql 9.5.7 All All All

Application Postgresql Postgresql 9.5.8 All All All

Application Postgresql Postgresql 9.5.9 All All All

Application Postgresql Postgresql 9.6 All All All

Application Postgresql Postgresql 9.6.1 All All All

Application Postgresql Postgresql 9.6.2 All All All

Application Postgresql Postgresql 9.6.3 All All All

Application Postgresql Postgresql 9.6.4 All All All

Application Postgresql Postgresql 9.6.5 All All All
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Red Hat Customer Portal

PostgreSQL: PostgreSQL 10.1, 9.6.6, 9.5.10, 9.4.15, 9.3.20, and 9.2.24 released!

Red Hat Customer Portal

PostgreSQL: Security Information

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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