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Summary

CVE CVE-2017-12175

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-26 17:29:00 UTC

Updated 2023-02-12 23:27:00 UTC

Description Red Hat Satellite before 6.5 is vulnerable to a XSS in discovery rule when you are entering filter and you use autocomplete functionality.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Satellite All All All All

Application Redhat Satellite All All All All

References

Reference Source Link

1498976 – (CVE-2017-12175) CVE-2017-12175 Satellite 6: XSS in discovery rule filter autocomplete functionality CONFIRM bugzilla.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

1498976 – (CVE-2017-12175) CVE-2017-12175 Satellite 6: XSS in discovery rule filter autocomplete functionality MISC bugzilla.redhat.com

Bug #22042: CVE-2017-12175 - XSS in discovery rule filter autocomplete functionality - Discovery - Foreman CONFIRM projects.theforeman.org

Red Hat Satellite CVE-2017-12175 Cross Site Scripting Vulnerability BID www.securityfocus.com

CVE-2017-12175 - Red Hat Customer Portal MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2017-12175/mitre
https://cve.report/CVE-2017-12175/nist
https://cve.report/CVE-2017-12175/cve_org
https://cve.report/api/cve/CVE-2017-12175.json
https://cve.report/CVE-2017-12175.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/satellite
http://cve.report/vendor/redhat
http://cve.report/software/redhat/satellite
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2017-12175
https://access.redhat.com/errata/RHSA-2018:2927
https://bugzilla.redhat.com/show_bug.cgi?id=1498976
https://projects.theforeman.org/issues/22042
http://www.securityfocus.com/bid/101245
https://access.redhat.com/security/cve/CVE-2017-12175
https://www.cve.org/CVERecord?id=CVE-2017-12175
https://nvd.nist.gov/vuln/detail/CVE-2017-12175
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