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CVE CVE-2017-12190
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-22 18:29:00 UTC
Updated 2023-02-12 23:27:00 UTC
Description The bio_map_user_iov and bio_unmap_user functions in block/bio.c in the Linux kernel before 4.13.8 do unbalanced refcot

/ |

1|

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Reference Source Link
Linux kernel 'block/bio.c' Multiple Local Information Disclosure Vulnerabilities BID WWW
Red Hat Customer Portal REDHAT  acce
www.kernel.org/pub/linux/kernel/v4.x/ChangelLog-4.13.8 CONFIRM  www
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM  git.k
Red Hat Customer Portal REDHAT  acce
support.f5.com/csp/article/K93472064 CONFIRM  supg
more bio_map_user_iov() leak fixes - torvalds/linux@2b04e8f - GitHub CONFIRM  githt
USN-3582-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices UBUNTU  usn.l
[SECURITY] [DLA 1200-1] linux security update MLIST lists.
Red Hat Customer Portal REDHAT  acce
USN-3582-1: Linux kernel vulnerabilities | Ubuntu security notices UBUNTU  usn.l
Bug 1495089 — CVE-2017-12190 kernel: memory leak when merging buffers in SCSI 10 vectors CONFIRM  bugz
fix unbalanced page refcounting in bio_map_user_iov - torvalds/linux@95d78c2 - GitHub CONFIRM  githt
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https://cve.report/api/cve/CVE-2017-12190.json
https://cve.report/CVE-2017-12190.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://www.securityfocus.com/bid/101911
https://access.redhat.com/errata/RHSA-2018:1854
http://www.kernel.org/pub/linux/kernel/v4.x/ChangeLog-4.13.8
http://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=2b04e8f6bbb196cab4b232af0f8d48ff2c7a8058
https://access.redhat.com/errata/RHSA-2019:1190
https://support.f5.com/csp/article/K93472064?utm_source=f5support&amp;utm_medium=RSS
https://github.com/torvalds/linux/commit/2b04e8f6bbb196cab4b232af0f8d48ff2c7a8058
https://usn.ubuntu.com/3582-2/
https://lists.debian.org/debian-lts-announce/2017/12/msg00004.html
https://access.redhat.com/errata/RHSA-2018:0676
https://usn.ubuntu.com/3582-1/
https://bugzilla.redhat.com/show_bug.cgi?id=1495089
https://github.com/torvalds/linux/commit/95d78c28b5a85bacbc29b8dba7c04babb9b0d467

USN-3583-2: Linux kernel (Trusty HWE) vulnerabilities | Ubuntu security notices UBUNTU  usn.l

Red Hat Customer Portal REDHAT  acce
Red Hat Customer Portal REDHAT  acce
USN-3583-1: Linux kernel vulnerabilities | Ubuntu security notices UBUNTU  usn.l
CVE-2017-12190 - Red Hat Customer Portal MISC acce
support.f5.com/csp/article/K93472064 MISC Supf

oss-sec: CVE-2017-12190: Linux kernel: block: memory leak when merging small consecutive buffers in SCSI IO vectors CONFIRM  secli

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM  git.k
Red Hat Customer Portal REDHAT  acce
CVE Program record CVE.ORG www
NVD vulnerability detail NVD nvd.|
(| | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://usn.ubuntu.com/3583-2/
https://access.redhat.com/errata/RHSA-2019:1170
https://access.redhat.com/errata/RHSA-2018:1062
https://usn.ubuntu.com/3583-1/
https://access.redhat.com/security/cve/CVE-2017-12190
https://support.f5.com/csp/article/K93472064?utm_source=f5support&amp%253Butm_medium=RSS
http://seclists.org/oss-sec/2017/q4/52
http://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=95d78c28b5a85bacbc29b8dba7c04babb9b0d467
https://access.redhat.com/errata/RHSA-2018:0654
https://www.cve.org/CVERecord?id=CVE-2017-12190
https://nvd.nist.gov/vuln/detail/CVE-2017-12190
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2017-12190
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


