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Summary

CVE CVE-2017-12194

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-14 21:29:00 UTC

Updated 2019-06-17 13:49:00 UTC

Description A flaw was found in the way spice-client processed certain messages sent from the server. An attacker, having control of malicious spice-server, could use this flaw to crash the client or execute arbitrary code with permissions of the user running the client. spice-gtk versions through 0.34 are believed to be vulnerable.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Spice-gtk Project Spice-gtk All All All All

References

Reference Source Link

spice-gtk: Remote code execution (GLSA 201811-20) — Gentoo security GENTOO security.gentoo.org

spice-gtk CVE-2017-12194 Integer Overflow Vulnerability BID www.securityfocus.com

USN-3659-1: Spice vulnerability | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

1501200 – (CVE-2017-12194) CVE-2017-12194 spice-gtk: Integer overflows causing buffer overflows in spice-client CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710210 Gentoo Linux spice-gtk Remote code execution Vulnerability (GLSA 201811-20)
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