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CVE CVE-2017-12228
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2017-09-29 01:34:00 UTC
Updated 2019-10-09 23:22:00 UTC

Description A vulnerability in the Cisco Network Plug and Play application of Cisco I0S 12.4 through 15.6 and Cisco I0S XE 3.3 throug
i

/ ]

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Cisco los 12.4(25€)jao20s All All All
Operating System Cisco los 12.4(25e)jao3a All All All
Operating System Cisco los 12.4(25e)jap1n All All All
Operating System Cisco los 12.4(25e)jap9 All All All
Operating System Cisco los 12.4\(25¢€\)jao20s All All All
Operating System Cisco los 12.4\(25¢)\)jao3a All All All
Operating System Cisco los 12.4\(25e))jap1n All All All
Operating System Cisco los 12.4\(25¢)\)jap9 All All All
Operating System Cisco los 15.0(2)ej All All All
Operating System Cisco los 15.0(2)ej1 All All All
Operating System Cisco los 15.0(2)ex All All All
Operating System Cisco los 15.0(2)ex1 All All All
Operating System Cisco los 15.0(2)ex10 All All All
Operating System Cisco los 15.0(2)ex13 All All All
Operating System Cisco los 15.0(2)ex2 All All All
Operating System Cisco los 15.0(2)ex3 All All All
Operating System Cisco los 15.0(2)ex4 All All All
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Operating System Cisco los Xe 3.7.3s All All All
Operating System Cisco los Xe 3.7.4as All All All
Operating System Cisco los Xe 3.7.4e All All All
Operating System Cisco los Xe 3.7.4s All All All
Operating System Cisco los Xe 3.7.5e All All All
Operating System Cisco los Xe 3.7.5s All All All
Operating System Cisco los Xe 3.7.6s All All All
Operating System Cisco los Xe 3.7.7s All All All
Operating System Cisco los Xe 3.8.0e All All All
Operating System Cisco los Xe 3.8.0ex All All All
Operating System Cisco los Xe 3.8.0s All All All
Operating System Cisco los Xe 3.8.1e All All All
Operating System Cisco los Xe 3.8.1s All All All
Operating System Cisco los Xe 3.8.2e All All All
Operating System Cisco los Xe 3.8.2s All All All
Operating System Cisco los Xe 3.8.3e All All All
Operating System Cisco los Xe 3.8.4e All All All
Operating System Cisco los Xe 3.9.0as All All All
Operating System Cisco los Xe 3.9.0e All All All
Operating System Cisco los Xe 3.9.0s All All All
Operating System Cisco los Xe 3.9.1as All All All
Operating System Cisco los Xe 3.9.1e All All All
Operating System Cisco los Xe 3.9.1s All All All
Operating System Cisco los Xe 3.9.2s All All All
Operating System Cisco los Xe All All All All
Operating System Cisco los Xe All All All All
Reference

Malformed Request

Cisco I0S/I0S XE Plug and Play Certification Validation Error Lets Remote Users Conduct Man-in-the-Middle Attacks to Obtain Potentially Se
Cisco I0S and I0S XE Software Plug-and-Play PKI API Certificate Validation Vulnerability

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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http://www.securityfocus.com/bid/101065
http://www.securitytracker.com/id/1039450
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170927-pnp
https://www.cve.org/CVERecord?id=CVE-2017-12228
https://nvd.nist.gov/vuln/detail/CVE-2017-12228

There are currently no legacy QID mappings associated with this CVE.
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