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Summary

CVE CVE-2017-12235

State PUBLISHED

Assigner cisco

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-29 01:34:48 UTC

Updated 2026-04-21 18:08:19 UTC

Description A vulnerability in the implementation of the PROFINET Discovery and Configuration Protocol (PN-DCP) for Cisco IOS 12.2 through 15.6 could allow an unauthenticated, remote attacker to cause an affected device to reload, resulting in a denial of service (DoS) condition. The vulnerability is due to the improper parsing of ingress PN-DCP Identify Request packets destined to an affected device. An attacker could exploit this vulnerability by sending a crafted PN-DCP Identify Request packet to an affected device and then continuing to send normal PN-DCP Identify Request packets to the device. A successful exploit could allow the attacker to cause the affected device to reload, resulting in a DoS condition. This vulnerability affects Cisco devices that are configured to process PROFINET messages. Beginning with Cisco IOS Software Release 12.2(52)SE, PROFINET is enabled by default on all the base switch module and expansion-unit Ethernet ports. Cisco Bug IDs: CSCuz47179.

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.065450000 probability, percentile 0.911760000 (date 2026-04-25)

CISA KEV: Listed on 2022-03-03; due 2022-03-24; ransomware use Unknown

Problem Types: CWE-20 | NVD-CWE-noinfo | CWE-20 CWE-20

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

3.1 ADP DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0 Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

2.0 nvd@nist.gov Primary 7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:N/A:C

CISA Known Exploited Vulnerability

Vendor Cisco

Product IOS software

Name Cisco IOS Software for Cisco Industrial Ethernet Switches PROFINET Denial-of-Service Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2017-12235

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Industrial Ethernet 2000 16ptc-g-e Switch - All All All

Hardware Cisco Industrial Ethernet 2000 16ptc-g-l Switch - All All All

Hardware Cisco Industrial Ethernet 2000 16ptc-g-nx Switch - All All All

Hardware Cisco Industrial Ethernet 2000 16t67-b Switch - All All All

Hardware Cisco Industrial Ethernet 2000 16t67p-g-e Switch - All All All

Hardware Cisco Industrial Ethernet 2000 16tc-g-e Switch - All All All

Unchanged

Confidentiality

None

Integrity

None

Availability

High

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Complete
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Hardware Cisco Industrial Ethernet 2000 16tc-g-l Switch - All All All

Hardware Cisco Industrial Ethernet 2000 16tc-g-n Switch - All All All

Hardware Cisco Industrial Ethernet 2000 16tc-g-x Switch - All All All

Hardware Cisco Industrial Ethernet 2000 16tc-l Switch - All All All

Hardware Cisco Industrial Ethernet 2000 24t67-b Switch - All All All

Hardware Cisco Industrial Ethernet 2000 4s-ts-g-b Switch - All All All

Hardware Cisco Industrial Ethernet 2000 4s-ts-g-l Switch - All All All

Hardware Cisco Industrial Ethernet 2000 4t-b Switch - All All All

Hardware Cisco Industrial Ethernet 2000 4t-g-b Switch - All All All

Hardware Cisco Industrial Ethernet 2000 4t-g-l Switch - All All All

Hardware Cisco Industrial Ethernet 2000 4t-l Switch - All All All

Hardware Cisco Industrial Ethernet 2000 4ts-b Switch - All All All

Hardware Cisco Industrial Ethernet 2000 4ts-g-b Switch - All All All

Hardware Cisco Industrial Ethernet 2000 4ts-g-l Switch - All All All

Hardware Cisco Industrial Ethernet 2000 4ts-l Switch - All All All

Hardware Cisco Industrial Ethernet 2000 8t67-b Switch - All All All

Hardware Cisco Industrial Ethernet 2000 8t67p-g-e Switch - All All All

Hardware Cisco Industrial Ethernet 2000 8tc-b Switch - All All All

Hardware Cisco Industrial Ethernet 2000 8tc-g-b Switch - All All All

Hardware Cisco Industrial Ethernet 2000 8tc-g-e Switch - All All All

Hardware Cisco Industrial Ethernet 2000 8tc-g-l Switch - All All All

Hardware Cisco Industrial Ethernet 2000 8tc-g-n Switch - All All All

Hardware Cisco Industrial Ethernet 2000 8tc-l Switch - All All All

Hardware Cisco Industrial Ethernet 2000 Series Firmware 15.2\(5.4.32i\)e2 All All All

Operating System Cisco Ios All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na Cisco IOS affected Cisco IOS Not specified
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CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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