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CVE CVE-2017-12239
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-29 01:34:00 UTC
Updated 2021-02-05 15:25:00 UTC
Description A vulnerability in motherboard console ports of line cards for Cisco ASR 1000 Series Aggregation Services Routers and Cig

/ ]
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Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Cisco los Xe 16.3.10 All All All
Operating System Cisco los Xe 16.3.11 All All All
Operating System Cisco los Xe 16.3.1a All All All
Operating System Cisco los Xe 16.3.5b All All All
Operating System Cisco los Xe 16.3.6 All All All
Operating System Cisco los Xe 16.3.7 All All All
Operating System Cisco los Xe 16.3.8 All All All
Operating System Cisco los Xe 16.3.9 All All All
Operating System Cisco los Xe 16.4.3 All All All
Operating System Cisco los Xe 16.5.1 All All All
Operating System Cisco los Xe 16.9.3a All All All
Operating System Cisco los Xe 16.9.3s All All All
Operating System Cisco los Xe 3.13.0as All All All
Operating System Cisco los Xe 3.13.0s All All All
Operating System Cisco los Xe 3.13.1s All All All
Operating System Cisco los Xe 3.13.2as All All All
Operating System Cisco los Xe 3.13.2s All All All
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Operating System Cisco los Xe 3.16.4es All All All
Operating System Cisco los Xe 3.16.4¢gs All All All
Operating System Cisco los Xe 3.16.4s All All All
Operating System Cisco los Xe 3.16.5as All All All
Operating System Cisco los Xe 3.16.5bs All All All
Operating System Cisco los Xe 3.16.5s All All All
Operating System Cisco los Xe 3.17.0s All All All
Operating System Cisco los Xe 3.17.1as All All All
Operating System Cisco los Xe 3.17.1s All All All
Operating System Cisco los Xe 3.17.2s All All All
Operating System Cisco los Xe 3.17.3s All All All
Operating System Cisco los Xe 3.18.0as All All All
Operating System Cisco los Xe 3.18.0s All All All
Operating System Cisco los Xe 3.18.0sp All All All
Operating System Cisco los Xe 3.18.1asp All All All
Operating System Cisco los Xe 3.18.1bsp All All All
Operating System Cisco los Xe 3.18.1csp All All All
Operating System Cisco los Xe 3.18.1gsp All All All
Operating System Cisco los Xe 3.18.1hsp All All All
Operating System Cisco los Xe 3.18.1isp All All All
Operating System Cisco los Xe 3.18.1s All All All
Operating System Cisco los Xe 3.18.1sp All All All
Operating System Cisco los Xe 3.18.2asp All All All
Operating System Cisco los Xe 3.18.2s All All All
Operating System Cisco los Xe 3.18.2sp All All All
Reference

Cisco I0S XE Software for Cisco ASR 1000 Series and cBR-8 Routers Line Card Console Access Vulnerability

Cisco ASR 1000 Series Router Has a Console Port That Lets Physically Local Users Access the Target System - SecurityTracker

Malformed Request

Cisco 10S XE on cBR-8 Converged Broadband Routers Has a Console Port That Lets Physically Local Users Access the Target System - Sec
CVE Program record

NVD vulnerability detail

4 |
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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