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Summary

CVE CVE-2017-12245

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-05 07:29:00 UTC

Updated 2019-10-09 23:22:00 UTC

Description A vulnerability in SSL traffic decryption for Cisco Firepower Threat Defense (FTD) Software could allow an unauthenticated, remote attacker to cause depletion of system memory, aka a Firepower Detection Engine SSL Decryption Memory Consumption Denial of Service vulnerability. If this memory leak persists over time, a denial of service (DoS) condition could develop because traffic can cease to be forwarded through the device. The vulnerability is due to an error in how the Firepower Detection Snort Engine handles SSL traffic decryption and notifications to and from the Adaptive Security Appliance (ASA) handler. An attacker could exploit this vulnerability by sending a steady stream of malicious Secure Sockets Layer (SSL) traffic through the device. An exploit could allow the attacker to cause a DoS condition when the device runs low on system memory. This vulnerability affects Cisco Firepower Threat Defense (FTD) Software Releases 6.0.1 and later, running on any of the following Cisco products: Adaptive Security Appliance (ASA) 5500-X Series Next-Generation Firewalls, Firepower 2100 Series Security Appliances, Firepower 4100 Series Security Appliances, Firepower 9300 Series Security Appliances. Cisco Bug IDs: CSCve02069.

Risk And Classification

Problem Types: CWE-772

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Firepower Management Center 6.0.1 All All All

Application Cisco Firepower Management Center 6.0.1.3 All All All

Application Cisco Firepower Management Center 6.1.0 All All All

Application Cisco Firepower Management Center 6.1.0.3 All All All

Application Cisco Firepower Management Center 6.1.0.6 All All All

Application Cisco Firepower Management Center 6.2.0 All All All

Application Cisco Firepower Management Center 6.2.0.2 All All All

Application Cisco Firepower Management Center 6.2.1 All All All

Application Cisco Firepower Management Center 6.2.2 All All All

Application Cisco Firepower Management Center 6.0.1 All All All

Application Cisco Firepower Management Center 6.0.1.3 All All All

Application Cisco Firepower Management Center 6.1.0 All All All

Application Cisco Firepower Management Center 6.1.0.3 All All All

Application Cisco Firepower Management Center 6.1.0.6 All All All

Application Cisco Firepower Management Center 6.2.0 All All All

Application Cisco Firepower Management Center 6.2.0.2 All All All

Application Cisco Firepower Management Center 6.2.1 All All All
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Application Cisco Firepower Management Center 6.2.1 All All All

Application Cisco Firepower Management Center 6.2.2 All All All

References

Reference Source Link

Cisco Firepower Detection Engine SSL Decryption Memory Consumption Denial of Service Vulnerability CONFIRM tools.cisco.com

Cisco Firepower Threat Defense Software CVE-2017-12245 Denial of Service Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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