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A vulnerability in the Traversal Using Relay NAT (TURN) server included with Cisco Meeting Server (CMS) could allow an ¢

1|

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cisco Meeting Server 2.1.0 All All All
Cisco Meeting Server 211 All All All
Cisco Meeting Server 2.1.10 All All All
Cisco Meeting Server 2.1.2 All All All
Cisco Meeting Server 2.1.3 All All All
Cisco Meeting Server 21.4 All All All
Cisco Meeting Server 215 All All All
Cisco Meeting Server 2.1.6 All All All
Cisco Meeting Server 21.7 All All All
Cisco Meeting Server 2.1.8 All All All
Cisco Meeting Server 2.1.9 All All All
Cisco Meeting Server 2.2.0 All All All
Cisco Meeting Server 2.21 All All All
Cisco Meeting Server 222 All All All
Cisco Meeting Server 2.2.3 All All All
Cisco Meeting Server 224 All All All
Cisco Meeting Server 225 All All All
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NVD vulnerability detail

Cisco Meeting Server CVE-2017-12249 Unauthorized Access Vulnerability

Cisco Meeting Server TURN Server Unauthorized Access and Information Disclosure Vulnerability

Cisco Meeting Server TURN Server Configuration Error Lets Remote Authenticated Users Access the Target System - Security Tracker
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CVE

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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