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Summary

CVE CVE-2017-12251

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-19 08:29:00 UTC

Updated 2019-10-09 23:22:00 UTC

Description A vulnerability in the web console of the Cisco Cloud Services Platform (CSP) 2100 could allow an authenticated, remote attacker to interact maliciously with the services or virtual machines (VMs) operating remotely on an affected CSP device. The vulnerability is due to weaknesses in the generation of certain authentication mechanisms in the URL of the web console. An attacker could exploit this vulnerability by browsing to one of the hosted VMs' URLs in Cisco CSP and viewing specific patterns that control the web application's mechanisms for authentication control. An exploit could allow the attacker to access a specific VM on the CSP, which causes a complete loss of the system's confidentiality, integrity, and availability. This vulnerability affects Cisco Cloud Services Platform (CSP) 2100 running software release 2.1.0, 2.1.1, 2.1.2, 2.2.0, 2.2.1, or 2.2.2. Cisco Bug IDs: CSCve64690.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Cloud Services Platform 2100 2.1.0 All All All

Application Cisco Cloud Services Platform 2100 2.1.1 All All All

Application Cisco Cloud Services Platform 2100 2.1.2 All All All

Application Cisco Cloud Services Platform 2100 2.2.0 All All All

Application Cisco Cloud Services Platform 2100 2.2.1 All All All

Application Cisco Cloud Services Platform 2100 2.2.2 All All All

Application Cisco Cloud Services Platform 2100 2.1.0 All All All

Application Cisco Cloud Services Platform 2100 2.1.1 All All All

Application Cisco Cloud Services Platform 2100 2.1.2 All All All

Application Cisco Cloud Services Platform 2100 2.2.0 All All All

Application Cisco Cloud Services Platform 2100 2.2.1 All All All

Application Cisco Cloud Services Platform 2100 2.2.2 All All All
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Cisco Cloud Services Platform 2100 Unauthorized Access Vulnerability CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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