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CVE CVE-2017-12255
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-21 05:29:00 UTC
Updated 2019-10-09 23:22:00 UTC
Description A vulnerability in the CLI of Cisco UCS Central Software could allow an authenticated, local attacker to gain shell access. T
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Cisco Unified Computing System - All All All

Hardware Cisco Unified Computing System - All All All

Application Cisco Unified Computing System 1.5(1c) All All All

Application Cisco Unified Computing System 1.5\(1c)) All All All

Application Cisco Unified Computing System 1.5\(1c\) All All All

Reference Source Link
Cisco UCS Central Software Command Line Interface CVE-2017-12255 Command Injection Vulnerability BID WWW.SEC
Cisco UCS Central Software Command Line Interface Restricted Shell Break Vulnerability CONFIRM tools.cisc

Cisco UCS Central Software CLI Input Validation Flaw Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.sec
CVE Program record CVE.ORG Www.cve

NVD vulnerability detail NVD nvd.nist.¢
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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