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Summary

CVE CVE-2017-12271

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-19 08:29:00 UTC

Updated 2023-06-27 19:04:00 UTC

Description A vulnerability in Cisco SPA300 and SPA500 Series IP Phones could allow an unauthenticated, remote attacker to execute unwanted actions on an affected device. The vulnerability is due to a lack of cross-site request forgery (CSRF) protection. An attacker could exploit this vulnerability by tricking the user of a web application into executing an adverse action. Cisco Bug IDs: CSCuz88421, CSCuz91356, CSCve56308.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Spa300 Firmware All All All All

Hardware Cisco Spa300 Series Ip Phone - All All All

Hardware Cisco Spa300 Series Ip Phone - All All All

Operating System Cisco Spa300 Series Ip Phone Firmware All All All All

Operating System Cisco Spa500 Firmware All All All All

Hardware Cisco Spa500 Series Ip Phone - All All All

Hardware Cisco Spa500 Series Ip Phone - All All All

Operating System Cisco Spa500 Series Ip Phone Firmware All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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