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Summary

CVE CVE-2017-12276

State PUBLISHED

Assigner cisco

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-02 16:29:00 UTC

Updated 2025-04-20 01:37:25 UTC

Description A vulnerability in the web framework code for the SQL database interface of the Cisco Prime Collaboration Provisioning application could allow an authenticated, remote attacker to impact the confidentiality and integrity of the application by executing arbitrary SQL queries, aka SQL Injection. The attacker could read or write information from the SQL database. The vulnerability is due to a lack of proper validation on user-supplied input within SQL queries. An attacker could exploit this vulnerability by sending crafted URLs that contain malicious SQL statements to the affected application. An exploit could allow the attacker to determine the presence of certain values and write malicious input in the SQL database. The attacker would need to have valid user credentials. This vulnerability affects Cisco Prime Collaboration Provisioning Software Releases prior to 12.3. Cisco Bug IDs: CSCvf47935.

Risk And Classification

Primary CVSS: v3.0 8.1 HIGH from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N

Problem Types: CWE-20 | CWE-89 | CWE-20 CWE-20

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 8.1 HIGH CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N

2.0 nvd@nist.gov Primary 5.5 AV:N/AC:L/Au:S/C:P/I:P/A:N

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2017-12276/mitre
https://cve.report/CVE-2017-12276/nist
https://cve.report/CVE-2017-12276/cve_org
https://cve.report/api/cve/CVE-2017-12276.json
https://cve.report/CVE-2017-12276.pdf


CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N

CVSS v2.0 Breakdown

AV:N/AC:L/Au:S/C:P/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Prime Collaboration Provisioning All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na Cisco Prime Collaboration Provisioning affected Cisco Prime Collaboration Provisioning Not specified

References

Reference Source

Cisco Prime Collaboration Provisioning CVE-2017-12276 SQL Injection Vulnerability af854a3a-2127-422b-91ae-364da2661108

Cisco Prime Collaboration Provisioning Authenticated SQL Injection Vulnerability af854a3a-2127-422b-91ae-364da2661108

Cisco Prime Collaboration Provisioning Input Validation Flaw Lets Remote Authenticated Users Inject SQL Commands - SecurityTracker af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

None

Access Vector

Network

Access Complexity

Low

Authentication

Single

Confidentiality

Partial

Integrity

Partial

Availability

None

http://cve.report/vendor/cisco
http://cve.report/software/cisco/prime_collaboration_provisioning
http://cve.report/vendor/na
http://cve.report/software/na/Cisco_Prime_Collaboration_Provisioning
http://www.securityfocus.com/bid/101640
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171101-cpcp
http://www.securitytracker.com/id/1039711
https://www.cve.org/CVERecord?id=CVE-2017-12276
https://nvd.nist.gov/vuln/detail/CVE-2017-12276
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