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A vulnerability in the web framework of Cisco Small Business Managed Switches software could allow an unauthenticated,
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type
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Vendor Product Version Update Edition Language
Cisco Esw2-350g-52 - All All All
Cisco Esw2-3509-52 - All All All
Cisco Esw2-3509-52dc - All All All
Cisco Esw2-350g-52dc - All All All
Cisco Esw2-350g-52dc Firmware All All All All
Cisco Esw2-350g-52dc Firmware All All All All
Cisco Esw2-3509-52 Firmware All All All All
Cisco Esw2-3509-52 Firmware All All All All
Cisco Esw2-550x-48 - All All All
Cisco Esw2-550x-48 - All All All
Cisco Esw2-550x-48dc - All All All
Cisco Esw2-550x-48dc - All All All
Cisco Esw2-550x-48dc Firmware All All All All
Cisco Esw2-550x-48dc Firmware All All All All
Cisco Esw2-550x-48 Firmware All All All All
Cisco Esw2-550x-48 Firmware All All All All
Cisco Sf300-08 - All All All
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Reference Source Link

Cisco Small Business 300 and 500 Series Managed Switches Cross-Site Scripting Vulnerability CONFIRM tools.cisco.com
Multiple Cisco Small Business Switches CVE-2017-12307 Multiple Cross Site Scripting Vulnerabilities  BID www.securityfocus.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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