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CVE CVE-2017-12352
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-30 09:29:00 UTC
Updated 2019-10-09 23:23:00 UTC
Description A vulnerability in certain system script files that are installed at boot time on Cisco Application Policy Infrastructure Controlle

/ |

1|

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Application Policy Infrastructure Controller 2.3(1f) All All All

Application Cisco Application Policy Infrastructure Controller 2.3\(11\) All All All

Application Cisco Application Policy Infrastructure Controller 2.3\(11\) All All All

Reference Sou

Cisco Application Policy Infrastructure Controller Script Input Validation Flaws Let Local Users Obtain Root Privileges - SecurityTracker ~ SE(C

Cisco Application Policy Infrastructure Controller Local Command Injection and Privilege Escalation BID
Cisco Application Policy Infrastructure Controller Local Command Injection and Privilege Escalation Vulnerability COl
CVE Program record CVE
NVD vulnerability detail NV

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

316935 Cisco Application Policy Infrastructure Controller Local Command Injection and Privilege Escalation Vulnerability(cisco-sa-
20171129-apic)
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