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Summary

CVE CVE-2017-12370

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-30 09:29:00 UTC

Updated 2019-10-09 23:23:00 UTC

Description A "Cisco WebEx Network Recording Player Remote Code Execution Vulnerability" exists in Cisco WebEx Network Recording Player for Advanced Recording Format (ARF) and WebEx Recording Format (WRF) files. A remote attacker could exploit this by providing a user with a malicious ARF or WRF file via email or URL and convincing the user to launch the file. Exploitation of this could cause an affected player to crash and, in some cases, could allow arbitrary code execution on the system of a targeted user. Cisco Bug IDs: CSCvf38060, CSCvg54836, CSCvf38077, CSCvg54843, CSCvf38084, CSCvg54850.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Webex Meetings t30 All All All

Application Cisco Webex Meetings t31 All All All

Application Cisco Webex Meetings t30 All All All

Application Cisco Webex Meetings t31 All All All

References

Reference Source

Multiple Cisco WebEx Products Multiple Security Vulnerabilities BID

Multiple Vulnerabilities in Cisco WebEx Recording Format and Advanced Recording Format Players CONFIRM

Cisco WebEx Player Multiple File Processing Flaws Let Remote Users Deny Service and Execute Arbitrary Code - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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