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Summary

CVE CVE-2017-12419

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-05 15:29:00 UTC

Updated 2017-08-09 19:33:00 UTC

Description If, after successful installation of MantisBT through 2.5.2 on MySQL/MariaDB, the administrator does not remove the 'admin' directory (as recommended in the "Post-installation and upgrade tasks" section of the MantisBT Admin Guide), and the MySQL client has a local_infile setting enabled (in php.ini mysqli.allow_local_infile, or the MySQL client config file, depending on the PHP setup), an attacker may take advantage of MySQL's "connect file read" feature to remotely access files on the MantisBT server.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mantisbt Mantisbt 2.5.2 All All All

Application Mantisbt Mantisbt 2.5.2 All All All

Application Mariadb Mariadb All All All All

Application Mariadb Mariadb All All All All

Application Mysql Mysql All All All All

Application Mysql Mysql All All All All

References

Reference Source Link Tags

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

oss-security - CVE-2017-12419: Arbitrary File Read in MantisBT install.php script CONFIRM openwall.com Mailing List, Third Party Advisory

0023173: CVE-2017-12419: Arbitrary File Read inside install.php script - MantisBT CONFIRM mantisbt.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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