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Summary

CVE CVE-2017-12440

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-18 14:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Aodh as packaged in Openstack Ocata and Newton before change-ID I8fd11a7f9fe3c0ea5f9843a89686ac06713b7851 and before Pike-rc1 does not verify that trust IDs belong to the user when creating alarm action with the scheme trust+http, which allows remote authenticated users with knowledge of trust IDs where Aodh is the trustee to obtain a Keystone token and perform unspecified authenticated actions by adding an alarm action with the scheme trust+http, and providing a trust id where Aodh is the trustee.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Openstack 07132017 All All All

Application Openstack Openstack 07132017 All All All

References

Reference Source Link Tags

Gerrit Code Review CONFIRM review.openstack.org Issue Tracking, Patch, Vendor Advisory

Red Hat Customer Portal REDHAT access.redhat.com

Gerrit Code Review CONFIRM review.openstack.org Issue Tracking, Patch, Vendor Advisory

Gerrit Code Review CONFIRM review.openstack.org Issue Tracking, Patch, Vendor Advisory

Multiple OpenStack Products CVE-2017-12440 Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Bug #1649333 “Aodh can be used to launder Keystone trusts” : Bugs : OpenStack Security Notes CONFIRM bugs.launchpad.net Issue Tracking, Patch, Third Party Advisory

Debian -- Security Information -- DSA-3953-1 aodh DEBIAN www.debian.org

Red Hat Customer Portal REDHAT access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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