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Summary

CVE CVE-2017-12460

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-30 14:29:00 UTC

Updated 2017-11-18 16:21:00 UTC

Description An issue was discovered in Barco ClickShare CSM-1 firmware before v1.7.0.3 and CSC-1 firmware before v1.10.0.10. An authenticated user can manage the wallpaper collection in the webUI to be shown as background on the ClickShare product. 

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Barco Clickshare Csc-1 - All All All

Hardware Barco Clickshare Csc-1 - All All All

Operating System Barco Clickshare Csc-1 Firmware All All All All

Operating System Barco Clickshare Csc-1 Firmware All All All All

Hardware Barco Clickshare Csm-1 - All All All

Hardware Barco Clickshare Csm-1 - All All All

Operating System Barco Clickshare Csm-1 Firmware All All All All

Operating System Barco Clickshare Csm-1 Firmware All All All All

References

Reference Source Link Tags

ClickShare CSM-1 Base Unit Firmware - Barco CONFIRM www.barco.com Issue Tracking, Vendor Advisory

ClickShare CSC-1 Base Unit Firmware - Barco CONFIRM www.barco.com Issue Tracking, Vendor Advisory

Knowledge Base - Is ClickShare protected against HTML injection? - KB5169 - Barco CONFIRM www.barco.com Issue Tracking, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2017-12460/mitre
https://cve.report/CVE-2017-12460/nist
https://cve.report/CVE-2017-12460/cve_org
https://cve.report/CVE-2017-12460.pdf
http://cve.report/vendor/barco
http://cve.report/software/barco/clickshare_csc-1
http://cve.report/vendor/barco
http://cve.report/software/barco/clickshare_csc-1
http://cve.report/vendor/barco
http://cve.report/software/barco/clickshare_csc-1_firmware
http://cve.report/vendor/barco
http://cve.report/software/barco/clickshare_csc-1_firmware
http://cve.report/vendor/barco
http://cve.report/software/barco/clickshare_csm-1
http://cve.report/vendor/barco
http://cve.report/software/barco/clickshare_csm-1
http://cve.report/vendor/barco
http://cve.report/software/barco/clickshare_csm-1_firmware
http://cve.report/vendor/barco
http://cve.report/software/barco/clickshare_csm-1_firmware
https://www.barco.com/en/Support/software/R33050037
https://www.barco.com/en/support/software/R33050020
https://www.barco.com/en/support/knowledge-base/KB5169
https://www.cve.org/CVERecord?id=CVE-2017-12460
https://nvd.nist.gov/vuln/detail/CVE-2017-12460


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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