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CVE Program / NVD first with legacy fallback

2017-10-24 01:29:00 UTC

2023-11-07 02:38:00 UTC

When apr_time_exp*() or apr_os_exp_time*() functions are invoked with an invalid month field value in Apache Portable Rt

Risk And Classification
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Problem Types: CWE-125
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Operating System Redhat Enterprise Linux Server Aus 7.2 All All All
Operating System Redhat Enterprise Linux Server Aus 7.3 All All All
Operating System Redhat Enterprise Linux Server Aus 7.4 All All All
Operating System Redhat Enterprise Linux Server Aus 7.6 All All All
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Reference

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

oss-security - CVE-2021-35940: Apache Portable Runtime (APR): Regression of CVE-2017-12613
Apple macOS/OS X Multiple Remote Code Execution, Denial of Service, and Information Disclosure Attacks and Local Privilege Escalation At
Red Hat Customer Portal

[Apache-SVN] Revision 1807976

Pony Mail!

Red Hat Customer Portal

Pony Mail!

Pony Mail!

[apr-commits] 20210820 svn commit: r49582 - /release/apr/patches/apr-1.7.0-CVE-2021-35940.patch
Red Hat Customer Portal

[SECURITY] [DLA 1162-1] apr security update

[announce] 20210823 CVE-2021-35940: Apache Portable Runtime (APR): Regression of CVE-2017-12613
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Fony Mail!

Red Hat Customer Portal

[apr-dev] 20210916 Re: CVE-2021-35940: Apache Portable Runtime (APR): Regression of CVE-2017-12613
[SECURITY] [DLA 2897-1] apr security update

Pony Mail!

Apache Portable Runtime library 1.5.2 Released

Apache Portable Runtime Utility CVE-2017-12613 Multiple Information Disclosure Vulnerabilities
Red Hat Customer Portal

[apr-commits] 20210816 svn commit: r1892358 - /apr/apr/branches/1.7.x/CHANGES

Pony Mail!

Pony Mail!

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179029 Debian Security Update for apr (DLA 2897-1)
296065 Oracle Solaris 11.4 Support Repository Update (SRU) 39.107.1 Missing (CPUOCT2021)
378254 Virtuozzo Linux Security Update for apr (VZLSA-2017:3270)

907044 Common Base Linux Mariner (CBL-Mariner) Security Update for apr (25337-1)
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