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CVE CVE-2017-12617
State PUBLISHED
Assigner apache

Source Priority CVE Program / NVD first with legacy fallback
Published 2017-10-04 01:29:02 UTC
Updated 2026-04-21 17:03:52 UTC

Description When running Apache Tomcat versions 9.0.0.M1 to 9.0.0, 8.5.0 to 8.5.22, 8.0.0.RC1 to 8.0.46 and 7.0.0 to 7.0.81 with HTT
1 | i

Risk And Classification

Primary CVSS: v3.1 8.1 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
EPSS: 0.943560000 probability, percentile 0.999610000 (date 2026-04-22)
CISA KEV: Listed on 2022-03-25; due 2022-04-15; ransomware use Unknown

Problem Types: CWE-434 | Remote Code Execution | CWE-434 CWE-434 Unrestricted
Upload of File with Dangerous Type

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 ADP DECLARED 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 134¢704f-9b21-4f2e-91b3-4a467353bccO  Secondary 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P
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CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

>rivileges Required

Jser Interaction


https://cve.report/
https://cve.report/CVE-2017-12617/mitre
https://cve.report/CVE-2017-12617/nist
https://cve.report/CVE-2017-12617/cve_org
https://cve.report/api/cve/CVE-2017-12617.json
https://cve.report/CVE-2017-12617.pdf
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CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:P/I:P/A:P
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CISA Known Exploited Vulnerability

Vendor Apache

Product Tomcat

Name Apache Tomcat Remote Code Execution Vulnerability
Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2017-12617

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Apache Software Foundation Apache Tomcat affected 9.0.0.M1 t0 9.0.0 Not specified

CNA Anacrhe Qnftware Fniindatinn Anarhe Tnmeat affearted R KN tn R R 92 Nt enerified


http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/Apache_Software_Foundation
http://cve.report/software/Apache_Software_Foundation/Apache_Tomcat
http://cve.report/vendor/Apache_Software_Foundation
http://cve.report/software/Apache_Software_Foundation/Apache_Tomcat
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CNA Apache Software Foundation Apache Tomcat affected 8.0.0.RC1 to 8.0.46 Not specified

CNA Apache Software Foundation Apache Tomcat affected 7.0.0 to 7.0.81 Not specified
Reference

Apache Tomcat HTTP PUT Request Processing Flaw Lets Remote Users Execute Arbitrary JSP Code on the Target System - SecurityTracke
Red Hat Customer Portal

support.f5.com/csp/article/K53173544

Pony Mail!

Pony Mail!

Red Hat Customer Portal

Red Hat Customer Portal

Document Display | HPE Support Center
www.cisa.gov/known-exploited-vulnerabilities-catalog

Red Hat Customer Portal

Apache Tomcat CVE-2017-12617 Incomplete Fix Remote Code Execution Vulnerability

Red Hat Customer Portal

Pony Mail!

January 2018 MySQL vulnerabilities in NetApp Products | NetApp Product Security

Tomcat - Remote Code Execution via JSP Upload Bypass (Metasploit)

CVE-2017-12617 Apache Tomcat Vulnerability in NetApp Products | NetApp Product Security
Red Hat Customer Portal

Apache Tomcat < 9.0.1 (Beta) / < 8.5.23 /< 8.0.47 / < 7.0.8 - JSP Upload Bypass / Remote Code Execution (2)
Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Red Hat Customer Portal

Oracle Critical Patch Update - January 2018

Pony Mail!

Red Hat Customer Portal

Oracle Critical Patch Update - April 2018

Red Hat Customer Portal

Pony Mail!

Pony Mail!



http://cve.report/vendor/Apache_Software_Foundation
http://cve.report/software/Apache_Software_Foundation/Apache_Tomcat
http://cve.report/vendor/Apache_Software_Foundation
http://cve.report/software/Apache_Software_Foundation/Apache_Tomcat
http://www.securitytracker.com/id/1039552
https://access.redhat.com/errata/RHSA-2017:3114
https://support.f5.com/csp/article/K53173544
https://lists.apache.org/thread.html/r48c1444845fe15a823e1374674bfc297d5008a5453788099ea14caf0%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/b5e3f51d28cd5d9b1809f56594f2cf63dcd6a90429e16ea9f83bbedc%2540%253Cdev.tomcat.apache.org%253E
https://access.redhat.com/errata/RHSA-2018:0270
https://access.redhat.com/errata/RHSA-2018:2939
https://support.hpe.com/hpsc/doc/public/display?docLocale=en_US&docId=emr_na-hpesbhf03812en_us
https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-2017-12617
https://access.redhat.com/errata/RHSA-2017:3080
http://www.securityfocus.com/bid/100954
https://access.redhat.com/errata/RHSA-2018:0465
https://lists.apache.org/thread.html/6af47120905aa7d8fe12f42e8ff2284fb338ba141d3b77b8c7cb61b3%2540%253Cdev.tomcat.apache.org%253E
https://security.netapp.com/advisory/ntap-20180117-0002/
https://www.exploit-db.com/exploits/43008/
https://security.netapp.com/advisory/ntap-20171018-0002/
https://access.redhat.com/errata/RHSA-2018:0269
https://www.exploit-db.com/exploits/42966/
https://lists.apache.org/thread.html/5c0e00fd31efc11e147bf99d0f03c00a734447d3b131ab0818644cdb%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/388a323769f1dff84c9ec905455aa73fbcb20338e3c7eb131457f708%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/343558d982879bf88ec20dbf707f8c11255f8e219e81d45c4f8d0551%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/eb6efa8d59c45a7a9eff94c4b925467d3b3fec8ba7697f3daa314b04%2540%253Cdev.tomcat.apache.org%253E
https://access.redhat.com/errata/RHSA-2018:0268
http://www.oracle.com/technetwork/security-advisory/cpujan2018-3236628.html
https://lists.apache.org/thread.html/r9136ff5b13e4f1941360b5a309efee2c114a14855578c3a2cbe5d19c%2540%253Cdev.tomcat.apache.org%253E
https://access.redhat.com/errata/RHSA-2017:3081
http://www.oracle.com/technetwork/security-advisory/cpuapr2018-3678067.html
https://access.redhat.com/errata/RHSA-2018:0466
https://lists.apache.org/thread.html/raba0fabaf4d56d4325ab2aca8814f0b30a237ab83d8106b115ee279a%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/e85e83e9954f169bbb77b44baae5a33d8de878df557bb32b7f793661%2540%253Cdev.tomcat.apache.org%253E
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Red Hat Customer Portal

Red Hat Customer Portal

Pony Mail!

Oracle Critical Patch Update Advisory - April 2019
CPU July 2018

USN-3665-1: Tomcat vulnerabilities | Ubuntu security notices
Pony Mail!

Red Hat Customer Portal

Pony Mail!

Pony Mail!
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[SECURITY] [DLA 1166-1] tomcat7 security update
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https://support.hpe.com/hpsc/doc/public/display?docLocale=en_US&docId=emr_na-hpesbux03828en_us
https://access.redhat.com/errata/RHSA-2018:0275
https://access.redhat.com/errata/RHSA-2018:0271
https://lists.apache.org/thread.html/3d19773b4cf0377db62d1e9328bf9160bf1819f04f988315086931d7%2540%253Cdev.tomcat.apache.org%253E
https://www.oracle.com/technetwork/security-advisory/cpuapr2019-5072813.html
http://www.oracle.com/technetwork/security-advisory/cpujul2018-4258247.html
https://usn.ubuntu.com/3665-1/
https://lists.apache.org/thread.html/1dd0a59c1295cc08ce4c9e7edae5ad2268acc9ba55adcefa0532e5ba%2540%253Cdev.tomcat.apache.org%253E
https://access.redhat.com/errata/RHSA-2017:3113
https://lists.apache.org/thread.html/r3bbb800a816d0a51eccc5a228c58736960a9fffafa581a225834d97d%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/88855876c33f2f9c532ffb75bfee570ccf0b17ffa77493745af9a17a%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r6ccee4e849bc77df0840c7f853f6bd09d426f6741247da2b7429d5d9%2540%253Cdev.tomcat.apache.org%253E
https://lists.debian.org/debian-lts-announce/2017/11/msg00009.html
https://lists.apache.org/thread.html/845312a10aabbe2c499fca94003881d2c79fc993d85f34c1f5c77424%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/3fd341a604c4e9eab39e7eaabbbac39c30101a022acc11dd09d7ebcb%2540%253Cannounce.tomcat.apache.org%253E
https://lists.apache.org/thread.html/3fd341a604c4e9eab39e7eaabbbac39c30101a022acc11dd09d7ebcb@%253Cannounce.tomcat.apache.org%253E
https://lists.apache.org/thread.html/eb6efa8d59c45a7a9eff94c4b925467d3b3fec8ba7697f3daa314b04@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/343558d982879bf88ec20dbf707f8c11255f8e219e81d45c4f8d0551@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/388a323769f1dff84c9ec905455aa73fbcb20338e3c7eb131457f708@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/5c0e00fd31efc11e147bf99d0f03c00a734447d3b131ab0818644cdb@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/b5e3f51d28cd5d9b1809f56594f2cf63dcd6a90429e16ea9f83bbedc@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/845312a10aabbe2c499fca94003881d2c79fc993d85f34c1f5c77424@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/88855876c33f2f9c532ffb75bfee570ccf0b17ffa77493745af9a17a@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/e85e83e9954f169bbb77b44baae5a33d8de878df557bb32b7f793661@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/3d19773b4cf0377db62d1e9328bf9160bf1819f04f988315086931d7@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/1dd0a59c1295cc08ce4c9e7edae5ad2268acc9ba55adcefa0532e5ba@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/6af47120905aa7d8fe12f42e8ff2284fb338ba141d3b77b8c7cb61b3@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r6ccee4e849bc77df0840c7f853f6bd09d426f6741247da2b7429d5d9@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r3bbb800a816d0a51eccc5a228c58736960a9fffafa581a225834d97d@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r9136ff5b13e4f1941360b5a309efee2c114a14855578c3a2cbe5d19c@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/raba0fabaf4d56d4325ab2aca8814f0b30a237ab83d8106b115ee279a@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r48c1444845fe15a823e1374674bfc297d5008a5453788099ea14caf0@%253Cdev.tomcat.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2017-12617
https://nvd.nist.gov/vuln/detail/CVE-2017-12617
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Source Time Event

ADP 2022-03-25T00:00:00.000Z CVE-2017-12617 added to CISA KEV

Legacy QID Mappings

20294 Oracle Database 12.2.0.1 Critical OJVM Patch Update - January 2018

378318 Virtuozzo Linux Security Update for tomcat6-lib (VZLSA-2017:3080)
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